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STEALTH: Space-Time Encryption via
Constellation Hiding for MIMO Two-Way
Untrusted Relay Systems
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Abstract—We propose a novel physical-layer security (PLS)
technique for multiple-input-multiple-output (MIMO) two-way
untrusted relay-assisted (TWUR) Internet of Things (IoT)
networks by combining constellation-overlapping-based over-
the-air encryption (OTAE) and space-time codes. Like the
conventional two-way relay system, the proposed system operates
in two phases: multiple access and broadcast. In the first phase,
two IoT devices exploit the power-controlled space-time line code
(STLC) with truncated channel inversion to transmit data frames
such that their constellations completely overlap at the untrusted
relay. This makes it impossible for the relay to distinguish the
exact signals of the IoT devices, thereby enhancing security. In the
second phase, the relay amplifies and forwards the superimposed
signal using the space-time block code (STBC). From the
superposed signal, each IoT node decodes data transmitted
by the other using self-interference cancellation. Simulation
results demonstrate that the proposed technique achieves the
same security performance as the conventional constellation-
overlapping-based OTAE scheme while significantly improving
communication performance by effectively leveraging multiple
antennas at both the untrusted relay and IoT devices. Specifically,
the proposed technique maintains an error floor above 0.1 at the
untrusted relay, ensuring secure communication by preventing
unauthorized signal decoding. Furthermore, compared to the
conventional OTAE scheme, it significantly improves the bit error
rate (BER) at IoT devices while maintaining low computational
complexity. In contrast to existing MIMO-based PLS schemes,
the proposed technique operates without requiring global channel
state information (CSI), thereby reducing signaling overhead
and making it more practical for IoT networks. Finally, we
mathematically analyze the error rate of the proposed technique
using the piecewise linear approximation (PLA) and confirm
that the derived analytical results closely match the simulation
outcomes.

Index Terms—Constellation hiding, multiple-input-multiple-
output (MIMO), physical-layer security (PLS), space-time block
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I. INTRODUCTION

ECURITY and privacy are traditionally important issues
Sin wireless communication systems due to the inherent
broadcast nature of the wireless medium [1], [2]. In particular,
they are considered one of the most critical technical chal-
lenges of the upcoming sixth generation (6G) cellular networks
[3], [4], [5]. Concerns about the potential leakage of impor-
tant and private information (e.g., personal tracking, e-health
records, various sensing or monitoring data in smart homes,
factories, and cities, urgent alarm signals in autonomous
driving systems) have drawn more attention as many disruptive
Internet of Things (IoT) applications penetrate our daily lives,
realizing a hyper-connected intelligent society [5], [6], [7].
For example, IoT wireless networks face various security
threats, such as pilot or feedback signal contamination, eaves-
dropping, spoofing, and jamming attacks [8]. Accordingly,
numerous cryptography and encryption technologies have
been proposed in various layers of the communication pro-
tocol, among which the physical-layer security (PLS) is
a promising security-guaranteeing technique for future IoT
networks [6], [7], [8], [9].

The basic idea of PLS is to enhance confidentiality by
leveraging the intrinsic characteristics of wireless channels.
Hence, PLS techniques are independent of the device’s compu-
tational capability and can assist cryptographic techniques in
upper layers with low complexity [1], [2], [9]. Since most IoT
devices are designed to be lightweight, compact, and low-cost,
the low-complexity nature of PLS benefits IoT networks that
often lack the energy and computational capacity to execute
advanced authentication mechanisms or cryptography algo-
rithms [9], [10]. Furthermore, cryptographic key distribution
and management may not be feasible in the massive and
heterogeneous connectivity of 6G IoT networks. In contrast,
the PLS does not require such key management, exchange,
and maintenance [6], [7], [8], [9].

As another research avenue for IoT networks, relay-assisted
communication has been actively investigated to overcome the
energy limitation of IoT devices [11], [12], [13]. In addition,
the two-way relaying (TWR) technique is a spectrally effi-
cient transmission protocol that can improve overall network
performance and coverage of relay-assisted IoT networks

2327-4662 (© 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence
and similar technologies. Personal use is permitted, but republication/redistribution requires IEEE permission.

See htt s://WWW.ieee.or%/&)ublications/r /ﬁglts/index.html for more information

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on

gust 06,2025 at 00:20:29 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-0415-5603
https://orcid.org/0000-0002-4443-5589
https://orcid.org/0000-0002-4485-9592

30320

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 15, 1 AUGUST 2025

TABLE I
SUMMARY OF RELATED WORK ON PLS TECHNIQUES IN TWUR SYSTEMS (SISO: SINGLE-INPUT SINGLE-OUTPUT,
MIMO: MULTIPLE-INPUT-MULTIPLE-OUTPUT, CSI: CHANNEL STATE INFORMATION)

Literature System Model CSI Requirement Methodology
[17] Two-hop communication through untrusted relay Global CSI Destination-assisted jamming
[18] SISO TWUR Global CSI External friendly jammers
[19] MIMO TWUR Global CSI Secure beamformers of the source and relay nodes
[20] SISO TWUR Global CSI Constellation-rotation and artificial noise
[21] MIMO TWUR (base station has m ultiple antennas, Global CSI An external jammer equipped with multiple antennas
mobile user and relay have single antenna)
[22] In-band full-duplex MIMO TWUR Global CSI Destination-assisted jamming
(beamforming and power allocation)
[23] MIMO TWUR Global CSI Artificial noise
[16], [29] SISO TWUR Global CSI Constellation overlapping via channel inversion
[24] In-band full-duplex MIMO TWUR Global CSI Secure beamformers of the source and relay nodes
[25] MIMO TWUR Global CSI Secure and energy-efficient precoding
[26] ' ‘ MIMO TWUR . Global CSI Communication matching p?ir grouping
(single base station and multiple users) and carrier allocation
(27] _ MIMO TWUR _ Global CSI Beamforming ar}d artificial noise at the access point
(single access point and multiple sensors) for secure AirComp and reliable multicasting
[28] SISO TWUR Global CSI Constellation overlapping and fine-grained entropy extraction
Proposed MIMO TWUR Local CSI Constellation hiding via space-time coding

[1], [14]. In general, a TWR system consists of two termi-
nals and a half-duplex relay node, where the two terminals
exchange information-bearing signals through the relay in two
phases: in the first phase, both terminals send their messages
to the relay over the same radio resource. In the second
phase, the relay broadcasts (forwards) the received signal after
manipulation (e.g., amplifying, decoding, or compressing) to
the two terminals. Since each terminal knows its message
transmitted in the first phase, it can retrieve the other party’s
data by canceling self-interference in the second phase.

This article considers the security threat of potential eaves-
dropping in such TWR systems. Specifically, the relay may try
to wiretap the terminals’ confidential information as an internal
eavesdropper. This is commonly referred to as a two-way
untrusted relay (TWUR) system, where the relay primarily
assists both terminals as a helper node but can potentially
decode their signals without authorization as an honest-but-
curious adversary [12], [15], [16]. Hence, the two terminals
must get help from the relay in exchanging information with
each other while keeping their messages confidential against
such an untrustworthy relay.

A. Related Work

As comprehensively outlined in [1] and [2] and refer-
ences therein, PLS-based transmission technologies have
been widely investigated in untrusted relay-assisted wireless
networks. In particular, as summarized in Table I, several
PLS techniques have been studied for improving confiden-
tiality in TWUR systems, including artificial noise injection,
cooperative jamming, and beamforming schemes [15], [16],
(171, [18], [19], [20], [21], [22], [23], [24], [25], [26], [27],
[28]. In [15], an information-theoretic perspective on PLS
has been presented, and in particular, an upper bound on
the secrecy rate in the untrusted relay-assisted two-hop chan-
nel [17] has been summarized. He and Yener [17] investigated
an untrusted relay-assisted two-hop communication system
and found that a positive secrecy capacity can be achieved
through cooperative jamming from the destination to the relay

node. Zhang et al. [18] employed external friendly jammers
to improve the security rate by deteriorating the signal-to-
interference plus noise ratio (SINR) at the untrusted relay.
In [19], iterative algorithms were proposed to jointly design the
secure beamformers of the source and relay nodes to maximize
the achievable secrecy sum rate in multiple-input multiple-
output (MIMO) TWUR systems. Xu et al. [20] developed a
secure transmission scheme using constellation rotation and
artificial noise. In [21], the optimal power allocation problem
for maximizing the secrecy sum rate in TWUR systems with
an external jammer was examined as an extension of the
studies in [18] and [19]. Mekkawy et al. [22] presented a
joint beamforming and suboptimal power allocation scheme
with destination-assisted jamming to maximize the secrecy
sum rate for MIMO TWUR systems as a successor of [17].
In [23], the artificial noise-aided secure precoding scheme was
studied. Xu and Sun [16] proposed a constellation-overlapping
approach for a single-antenna TWUR system and verified that
data confidentiality is protected by observing an error floor
at the untrusted relay. In particular, they demonstrated the
efficiency of the proposed PLS technique by realizing and
experimenting with it in [29]. In [24] and [25], the optimal
secure beamforming design for an in-band full-duplex MIMO
TWUR system and the optimal secure and energy-efficient
precoding design problems were investigated, respectively.
In [26], a communication matching pair grouping algorithm
and a two-step carrier allocation optimization algorithm were
proposed for improving the overall security capacity in MIMO
TWUR systems. More recently, further research has explored
the integration of the TWUR system with over-the-air compu-
tation (AirComp) [27]. Specifically, Li et al. [27] investigated
a joint beamforming optimization for secure AirComp and
reliable multicasting in MIMO TWUR-assisted computation
and communication networks. To ensure secure AirComp, they
leveraged artificial noise to the untrusted relay from the access
point. Meanwhile, a fine-grained entropy extraction algorithm
combined with the constellation overlapping method has also
been studied for secure key exchange in [28].
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It is noteworthy that the aforementioned PLS techniques
exhibit significant limitations. Specifically, artificial noise
injection requires additional power, which can cause degra-
dation of the desired signal [20], [23], while cooperative
jamming relies on external communication nodes [18], [21].
PLS techniques for MIMO TWUR systems typically involve
complex beamforming designs with iterative optimization
processes, resulting in excessive computational complex-
ity [19], [22], [23], [24], [25], [26]. Moreover, they all assume
that global channel state information (CSI) is available at all
nodes. In other words, each node must acquire full CSI in
the entire network, leading to high signaling overhead due
to reference signal exchanges. In contrast, the constellation-
overlapping-based over-the-air encryption (OTAE) scheme has
been proposed as a low-complexity alternative; however,
it is limited to single-antenna TWUR systems [16], [28].
These limitations hinder the applicability of conventional
PLS techniques in practical IoT networks, where low power
consumption, complexity, and cost are critical design consid-
erations.

B. Contributions

Space-time coding (STC) is a theoretically well-established
MIMO communication technology.! In this article, we propose
a novel low-complexity PLS technique for MIMO TWUR
systems by amalgamating the constellation-overlapping-based
OTAE framework [16] and symmetric STC schemes: space-
time block code (STBC) [31], [32] and space-time line code
(STLC) [30], [33]. In particular, we note the inherent property
of STLC, which is that the receiver side does not experience
phase distortion caused by radio channels through preprocess-
ing at the transmitter side, like the traditional maximum ratio
transmission (MRT). In the proposed framework, two terminal
nodes send power-controlled STLC signals with truncated
channel inversion such that their constellations completely
overlap at the untrusted relay. This makes the relay unable
to distinguish the specific symbol of each terminal,> thus
ensuring confidential end-to-end communication. The relay
amplifies the superposed signal and broadcasts it to the two
terminals through STBC. Regardless of a constellation overlap,
each terminal can detect information sent from the other by
canceling its own signal. The main contributions of this article
are summarized as follows.

1) We propose a novel linear PLS technique based on

space-time codes for MIMO TWUR systems. Since
there is no iterative optimization procedure, it can be
easily applied to wireless IoT networks with extremely
low complexity.
The STBC and STLC can operate even when only
the receiver and transmitter know the CSI, respectively.
Hence, the proposed PLS technique works with local
CSI for each terminal node, not global CSI for all nodes.
This alleviates the signaling overhead of exchanging
reference signals.

2)

ISee [30, Secs. II and III] for a detailed description of the STCs.

2In this vein, we use the expression constellation hiding in this article
instead of overlapping.
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3) We examine the effectiveness of the proposed PLS
technique by observing an error floor above 107! at
the untrusted relay. Simulation results reveal that our
technique has the same level of security performance as
the conventional constellation-overlapping-based OTAE
scheme but can achieve improved communication
performance.

We establish a novel mathematical analysis framework
for MIMO TWR networks with the amplify-and-forward
(AF) protocol. Briefly, we exploit the piecewise linear
approximation (PLA) by leveraging the convexity of the
received SNR for tractable and accurate analysis.

4)

C. Organization and Notation

The remainder of this article is organized as fol-
lows. Section II introduces the MIMO TWUR system
model we consider and briefly reviews the conventional
constellation-overlapping-based OTAE scheme. In Section III,
we elaborate on the proposed space-time encryption technique.
In Section IV, we mathematically analyze the error rate
performance for the relay and each terminal. Simulation results
are presented in Section V. Finally, the conclusion is drawn
in Section VI

Notation: Throughout this article, | - | and (-)* denote the
absolute value and the complex conjugate operator, respec-
tively. The transpose and Hermitian operations of a vector
or matrix are denoted by [ - 1T and [ - 14, respectively. The
notation Pr(-) represents the probability of an event, and
E[ - ] denotes the statistical expectation. The function erfc(-)
represents the complementary error function. The symbols |- ]
and [-] denote the floor and ceiling functions, which return
the greatest integer less than or equal to a given real number
and the smallest integer greater than or equal to a given real
number, respectively. The imaginary unit is denoted by j, i.e.,
j £ /—1. A complex Gaussian random variable with zero
mean and o2 variance is denoted by CN(0, (72). Finally, the
Pochhammer symbol, also known as the rising factorial, is
given by (x), = I'(x +n)/'(x), where I'(:) is the gamma
function. The symbols and notation used throughout this article
are summarized in Table II.

II. SYSTEM MODEL AND PRELIMINARIES

In this section, we present the MIMO TWUR system model
we consider in this article and provide a brief overview of
the constellation-overlapping (hiding)-based OTAE scheme to
facilitate understanding of the proposed PLS technique.

A. System Model

We consider a MIMO TWUR system consisting of two IoT
devices A and B, each with N antennas, and an untrusted relay
R with L antennas, as illustrated in Fig. 1. It is assumed that
there exists no direct communication link between the two
IoT devices; thus, they communicate with each other through
the relay. Moreover, both [oT devices are assumed to adopt
the same M-quadrature amplitude modulation (QAM),? and

3For asymmetric modulation scenarios, the constellation virtualization
method in [16] can be directly applied.
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TABLE 11
SUMMARY OF SYMBOLS AND NOTATION
Symbol | Description
¥, R IoT device ¥ € {A, B} and relay R
N, L The number of antennas at each device and at the relay
Hy R Wireless channel matrix from the relay to IoT device ¥
hR’l Wireless channel coefficient from the /th antenna of the relay
v,n to the nth antenna of IoT device ¥
Yo Spatial channel gain of IoT device ¥
ol Common channel gain threshold for the two IoT devices
o Transmission probability for both IoT devices
A Target effective channel gain at the relay
Normalization factor for the average transmission power of
K B each IoT device and the relay
Ty k The kth QAM-modulated symbol of IoT device ¥
St STLC-encoded signal 01:" IoT device W, transmitted via the
o nth antenna at symbol time ¢
Received signal at the Ith antenna of the relay at symbol
YR, Lt time ¢
WR,[,¢ AWGN at the /th antenna of the relay at symbol time ¢
_ STLC decoding signal of the relay corresponding to symbol
YR, time ¢
SR, Transmit signal of the relay; sg ¢ £ VBUr +
Received signal at the nth antenna of IoT device W at symbol
Y.t time ¢
WY n,t AWGN at the nth antenna of device W at symbol time ¢
_ Post-coded signal of device ¥, obtained after STBC decod-
Yw,t ing and self-interference cancellation for the ¢th symbol
C (n) Rate—K /T orthogonal STLC encoding matrix for the nth
K/T antenna in a system with L receive antennas
BL Rate—K /T orthogonal STBC matrix for a system with L
K/T transmit antennas
X A set of normalized M-QAM symbols

= st Phase (STLC)
— — — =+ 2nd Phase (STBC)

vee Untrusted Relay vee

IoT Device A IoT Device B

Fig. 1. MIMO TWUR system model.

the relay employs an AF protocol to broadcast the received

signals. In Fig. 1, Hy gr € CV*L denotes the wireless channel

matrix from the relay to IoT device ¥ € {A,B}. Each

element of the channel matrix Hy g is denoted by h@ln =
d=¢ R,l

Vdy 8y, me{l,2,....N}, 1 €{1,2,...,L}), where dy”
represents the large-scale fading component, which depends
on the distance between IoT device W and the relay (dy)
and the path loss exponent (&), and g\Ff,’i represents the small-
scale fading component modeled to follow an independent and
identically distributed complex Gaussian distribution with zero
mean and unit variance, i.e., g@:{l ~ CN(0, 1). As in [16],
[18], [19], [20], [22], [23], [24], and [25], we assume in this
article that the distances from the relay to both IoT devices

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 15, 1 AUGUST 2025

are identical, i.e., dp = dB.4 This scenario happens when
two IoT devices with similar distances from the relay are
scheduled in practical TWR networks. Note that the OTAE
strategy proposed in this study can be readily extended to
any network topology without this assumption, as in [16].
The network operates in a time division duplex (TDD) mode,
and all wireless channels have reciprocity. Furthermore, we
assume quasi-static and frequency-flat fading; hence, each
channel coefficient remains constant within one frame (two
transmission phases) but varies independently for different
frames.

Let yy be the spatial channel gain for IoT device W defined
as

N L
yu =3 Y Ihgh R (1)

n=1 I=1

We define a random variable Zy £ yy; it is trivial to
verify that Zy follows an Erlang distribution with the shape
parameter NL and the scale parameter oy, where oy = d;“.
The probability density function (PDF) of Zy is given by

fz4 (zw) = mz“ ! Xp( ) 2)

where op = og = o from the aforementioned assumption,
dp = dp. On the other hand, we define a channel gain thresh-
old y for both IoT devices to prevent impractical (infinite)
power consumption for channel inversion. In other words, the
two IoT devices transmit signals when the channel gains are
both above the threshold. The transmission probability o« for
the two IoT devices is then given by

Ol:Pf()’AZZJ’BZZ)

“Lorn <ol el <)
. Z,%P(‘oé)(az)

Wwe{AB}L m=0
2
NL—1 m
1 14 4
::Z_m@ﬁe>. @)
m! o o
m=0

Obviously, this is the square of the complementary cumula-
tive distribution function (CCDF), which corresponds to the
PDF (2), i.e., [1 — Fz,(y)]?, where Fgz, (zy) represents the
cumulative distribution function (CDF) of fzq, (zw). We also
define a conditional random variable Zy £ Yo € {yulye > v}
for the practical channel gain of IoT device W considering the
threshold. From the definition of the truncated distribution, the
PDF of Zy is given by

12y (Z\I/|Z\IJ > Z) = — Jzy (20) @

—_ y y m
X arewn(—) (%)
m=0
for all zy > Y and fzw (zw|Zy = Z) = 0 everywhere else.

41t is worth noting that this assumption may not hold in practical wireless
IoT networks.
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B. Constellation Hiding

This section briefly reviews the basic idea of the
constellation-overlapping-based OTAE technique introduced
in [16], as our methodology is based on the OTAE scheme.
Specifically, in [16], the two terminal users exploit channel
inversion with transmit power control and channel phase com-
pensation so that their signals experience the same equivalent
channel at the untrusted relay. This results in the signal
constellation-hiding effect, causing the relay to distinguish
each terminal’s signal only by random guessing in some
cases. This creates an error floor at the relay, thus preventing
information leakage.

Before data transmission, both IoT devices obtain global
CSI through the CSI acquisition and exchange stage described
in [29, Sec. III]. If the channel gains of both devices are above
the threshold, i.e., |h§|2 >y and |hg|2 >y, they precode
the signals to be transmitted to induce the constellation-hiding
effect on the untrusted relay as follows:

A A
Xp = i;xA and xg = L;xB 3)
A hB

where h@ represents the wireless channel coefficient between
device W € {A, B} and the relay, A is the target channel gain
at the relay, and xy denotes an M-ary modulated symbol of
the IoT device W. The IoT devices utilize a truncated channel
inversion mechanism that imposes a threshold to prevent
infinite power consumption. They simultaneously transmit the
precoded signals to the relay over the same radio resource.
The received signal at the relay, denoted by yR, can then be
expressed as follows:

YR = hﬁx% + hﬁxé +wRr = «/X(xA + xB) + WR (6)

where wg is the additive white Gaussian noise (AWGN) at the
relay. From this signal, the untrusted relay can blindly estimate
the value of A through an energy estimation method [34]
and attempt to recover each symbol, xp and xg, without
authorization. However, we can observe from the received
signal that the overlapping effect occurs for some constellation
points with the common channel gain A, as shown in Fig. 2,
which illustrates an example of when both IoT devices transmit
4-QAM symbols. As mentioned earlier, the untrusted relay
cannot distinguish the specific symbol of each terminal node
in cases of Cp, C3, Cy4, Cs, C7, Cg, Co, Ci9, C12, C13, Cia,
and C 15-

In the second phase, the relay acts as an assistant, ampli-
fying the superposed signal and broadcasting it to the IoT
devices. Let xg = +/ByR be the transmitted signal from the
relay, where B is the normalization factor to satisfy the relay’s
transmission power constraint. Then, the received signal at IoT
device W, denoted by yy, can be written as follows:

yo = hxr +we = W3 V/Byr + wu
- hﬁ\/ﬁ(ﬁm txp) + WR) +wy %

where wy is the thermal noise at IoT device W. Since each
IoT device knows the symbol transmitted in the first phase,
it can cancel out its own symbol from the received signal.
Then, each IoT device tries to decode the partner’s data.
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4-QAM Mapping Rule:
()Oa(q:ﬂ#mﬁczz%, 10%03:%, 11%114:1;\/;
Cl : [(J() OO} 03 . [00 10} Cg . [10 00] 011 . [l(J 10]
[ ] 9 [
VA
Ca 0001 ¢y i (00 ] Cho : [1001] Gz = [1011]
Cs:f0100p,  Cril0110F € [1100] iy 1g)
.’4 ‘;‘ !4 ‘»'
Cs : [01 01] Cy : [01 11]]C1q : [11 01] Che @ [11 11]
Fig. 2. Received signal constellation diagram at the untrusted relay when

both IoT devices employ 4-QAM modulation. The top shows the 4-QAM
mapping rule for each point, and C; = «/X(c,—,v/ﬂ + ¢(i—1)modd+1) for i €
{1,2,...,16}, where the first and last two bits are for IoT device A and B,
respectively.

Note that A, 8, and hE are also available information at both
terminal nodes [16]. Unfortunately, this PLS technique cannot
be readily extended to MIMO TWUR systems.

III. STEALTH: SPACE-TIME ENCRYPTION VIA
CONSTELLATION HIDING

Before data transmission, each IoT device obtains its local
CSI and checks whether the channel gain conditions of both
devices are satisfied. Since each node does not require global
CSI, the four-step CSI acquisition and exchange mechanism
in [29] can be simplified into two steps. First, specifically,
the relay periodically broadcasts a pilot signal, and each IoT
device acquires its local CSI. Each device sends a request-to-
send (RTS) packet to the relay when its spatial channel gain
is above the threshold; afterward, the relay broadcasts a clear-
to-send (CTS) packet only when it receives RTS packets from
both IoT devices. Note that, unlike existing PLS techniques for
TWUR systems, which require global full CSI in the network,
only local CSI and partial information are exploited.

IoT device ¥ modulates its information bit sequence into
K normalized M-QAM symbols xy i (U € {A B}k €
{1,2,...,K}) such that E[|x\y,k|2] = 1. The modulated sym-
bols are encoded to T power-controlled STLC signals sy . ;
such that aE[Zthl ZnN=1 |swnil?/T] = Py, where sy,
denotes the STLC symbol transmitted via the nth antenna of
IoT device W at symbol time ¢, and Py represents the average
transmission power of device W. We exploit code rate-K/T
orthogonal space-time codes.
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Let us introduce the overall procedure of the proposed
STEALTH (Space-Time Encryption viA consteLlaTion
Hiding) technique with the following simple example.

Example (STEALTH With N = I and L = 2): Consider a
SIMO (MISO) TWUR system with N = 1 and L = 2, the
simplest network for utilizing STC schemes.

Both IoT devices simultaneously and consecutively transmit
their STLC symbols in (8) shown at the bottom of the page
to the relay during two symbol times. In (8), T =K =2, i.e.,
a full-rate space-time code is used, and u is given by

_g(NL—l)I:jz;)l ( ) /Ni2m‘< ) )

which is derived from afo (n/azw)fz, wl|Zy = y)dzy =
1 to normalize the average transmission power of the IoT
devices. Note that they transmit their signals when yp > y
and yg > y. The received signals at the relay are then written
as follows:

R,! R.l
YRLt = hp1SA 1,0 + hg 15B,1,0 + WR Lt (10)

where yr;; denotes the received signal at the relay’s [th
antenna at symbol time ¢, and wr, represents independent
and identically distributed AWGN with zero mean and Ny
variance; i.e., wg 1, ~ CN(0, No).

From the four received signals in (10), the relay performs
STLC decoding, which consists of simple linear combinations,
as follows:

FR1 = YR.11+VRo0 = VA(A1 +x8.1) + WR 11+ Wh, o

—yr12 = VA(xan +x82) + WRo.1 (11)

where yg , represents the tth STLC decoding signal and A (:=
Py - (uT/aK)) is defined for notational convenience. We can
observe that yg, is only a function of the M-QAM symbols
of two IoT devices corresponding to the rth symbol time, and
noise power is doubled because the sum of two independent
AWGN:Ss is also an AWGN with a zero mean and 2N, variance.

During the second phase, the relay amplifies the STLC
decoded signals (11) and broadcasts them to both IoT devices
using the Alamouti scheme [31]. The signals received at the
nth antenna of IoT device W during two consecutive symbol
times, denoted by yg ., are then written as follows:

T
SR.1 —SE
- (e ) o
Yw.1,2 SR2 SR W, 1,2
where s, = /BYR,; such that («K/T)E[|sg |*] = Pr/L and
ww . represents an AWGN with wy ,, ~ CN(0, Np); B is
the normalization factor given by

PR T 1

= L «K 2) + LNy

with the relay’s transmit power PR. From the two received
signals in (12), IoT device W performs STBC decoding and

YR2 = YR2.1 —WR,1,2
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cancels out its signals transmitted in the previous phase as

follows:
j| |:Y\I/ 1, li| m[xw,l}
y\y 1,2 Xy 2

R.1 R.2
|:y\111i| 1 |:<h\111) hy'y
R.2 R.1
Yoo | Vre (hl“) iy
N WR 1,1+ WR o N Wy 1
WR2.1 ~ WR 1,2 Wy 2

(13)

where W’ (# W) denotes the corresponding IoT device’s
index. Note that Wy, and Wy 2 are still independent AWGN
components, each with zero mean and Ny variance because
the normalized vectors are multiplied. From (13), IoT device
U estimates the signals sent by IoT device W’ through a
maximum-likelihood (ML) detector as follows:

(14)

2
Xy = arg m1£1Y‘y\I,J — v YwBAX;
X €

where X is a set of normalized M-QAM symbols. As stated
in Section II-B, A, B, and yy are observable information at
the terminal node.

A. Generalization to Arbitrary Number of Antennas at the
IoT Device

The STLC and STBC are properly generalized to N x 2 and
2 x N MIMO systems, respectively. First, the STLC encoding
into a multiple transmit antenna system for N > 2 can be
generalized as follows:

S
v 1,1
12 £30(D)
Sw1 £2,2) *
Sw2.2 LL 2/2 [xw,l] (15)
Yo /Y : Xy,2
L3 ,,(N)
STIJ,N,I 2/2
LSW,N,2_|

where ﬁf( /T(n) is the nth antenna’s STLC encoding matrix
of rate K/T for a system with L receive antennas, which is
defined as

R,1 R.,2
£2 (l’l) _ hlIl,n N h\IJ,n N
2/2 - R,2 R,1
L) -08)
for K =2, T = 2, and L = 2 [30]; when N = 1, (15)
becomes (8). Recall that the encoded signals are transmitted

only when yp > Y and yg > Y- The received signals at the
relay can be generalized from (10) as follows:

N
R,
YRL = D Y hgSwas + WRL-

We{AB}n=1

(16)

Then, the same STLC decoded signals as (11) are obtained.

R2\* « R.1\*

1
Po w1l xq; 1+ \l’l> x50 (h\“) xw1]—<hw‘]) Xw2 .
[sw.1.1,59.12] = VOW\/>|: ’ VT Jifyazy &=, )

[0, 0]

otherwise.
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Let Bé /T be the rate K/T orthogonal STBC matrix for a
system with L transmit antennas, where rows and columns cor-
respond to the symbol times and the transmit antenna indices,
respectively. Following this notation, Alamouti’s STBC matrix
can be restated as:

B [ SR.1 SR,2:|

2/2 — | _o* * .

/ SR2 SR

Furthermore, the received signals at IoT device W in (12)

can be generalized for a multiple receive antenna system as
follows:

Yu, 1,1 Yy,1,2
Y21 Yy,2,2

Wy, 1,1 Wy,1,2

W21 W22

_ H\U,R(Bg/Z)T n a7

YW,N,1 YU,N,2 WW.N,1 WO N2

IoT device ¥ then follows the same procedure as (13) using
the 2N received signals as follows:

N
] R SN E A [ B

%
= Yw Y@ n,2 Xy 2
Xy WR.1,1 + wi w
] GV Bl I s R22 || o |Wwd
X! 2 WR2.1 T WRI1,2 Wy 2
(13)
where
R,1\* ;R2
2 W.n Yn
Hapn) = rR2\* R
(hlll,n) _h\I’,n'

We can observe that the same resulting equation as (13) is
derived. Moreover, it is worth noting that there is a duality
between the STBC and STLC as H3 ,(n) = (L3 ,(m)".

B. Generalization to Arbitrary Number of Antennas at the
Relay

Now, we discuss the generalization of STEALTH for the
number of relay antennas. Although orthogonal STC schemes
have the notable advantage of their low complexity, transmission
rate loss is unfortunately inevitable for more than two transmit
and receive antenna systems, i.e., L > 2, for STBC and STLC,
respectively [30], [32]. Nevertheless, this remains practical in
IoT networks because the traffic they generate is generally
sporadic, and low complexity is more important [35], [36], [37].
In other words, we leverage low-rate orthogonal STC schemes
in [30] and [32] for multiple relay antenna scenarios.

Since it is nontrivial to present as a generalized mathemat-
ical expression, we introduce the methodology to extend the
STEALTH technique for MIMO TWUR systems with L > 3
via the following example.

Example (STEALTH With L 3): Consider a MIMO
TWUR system with L = 3. Before elaborating on the
procedure, we define some notations as follows:

T
T * *
Sw,n = [slll,n,l Swn2 Syu3 S\p,n,4]
Yon = [y\l/,n,l Yon2 Yu,n3 y\Il,n,4]
Wy, = [W\ll,n,l Won2 Wyna3 ) W\I/,n,4]-

30325

From the rate-3/4 orthogonal STLC encoding scheme for a
system with three receive antennas, the transmitted power-
controlled STLC symbols are represented as follows:

3
= |—— : xw,2 19)
Yo /Y ’
Sw.N L3,V | L3
where R = K/T = 3/4 and
R,1 R,2
h\IJ,n * h\ll,n N 0 "
R,2 R,1 R,3
£ — | 082) =083) (152)
34T 0 ;B3 pR1
R3 W.n \IIRn2
h\IJ:n 0 _h\IJ:n

That is, three M-QAM symbols are transmitted over four sym-
bol times. Both IoT devices simultaneously and sequentially
send the STLC symbols to the relay. Then, the received signals
at the relay are given by (16). The STLC decoding scheme for
a three-receive antenna system with (19) is given as follows:
YR.1 =YR11 TYR22+ VR34

= Vi(xa1 +xp.1) + WR11TWR22+WR34
—YR,12 T )’E,z,l + )’E,3,3
\/X(XA’2 + XB,2) —WR,1,2 + WE,Z,I + WE,3,3

YR2 =
= ok *
YR3 =DYR13 ~YR24 TYR32
= ﬁ(xAj +x83) + Wh 13~ Whoa T WR32 (20)
where the noise power is tripled because three independent

AWGNSs are added.
The rate-3/4 orthogonal STBC matrix can be written as

sR1 sR2 O

* - *
63 _ | 7SR2 *R.1 SR3 1)
3/4 — 0

SR,3 SR,2

0  —sr3 SR,

where sp; = \/Bym. The relay broadcasts the superposed
signals in (20) using the STBC matrix; the received signals at
IoT device W in (17) can be rewritten as follows:

Yu.1 T Wy |
_ 3

Wy N.

(22)
Yu.N

From the TN received signals in (22), IoT device ¥ performs
STBC decoding and cancels out its signals transmitted in the
previous phase as follows:

YW, n,1

Y1 N 1, VE Xy, 1
Yoo | =D —Hium) ozl = VB xeo
y\y’3 n=1 re 7 X3
YW n,4
W(3) ~
Xy’ 1 Rl Wy, 1
= VyeB| Va|xwo |+ wfq’)z + [ Ww,2 [(23)
Xw/ (3) 1’:{/
'3 Wik .3

where w%_)t represents the equivalent AWGN resulting from

the sum of L independent AWGNs with W(RL)I ~ CN(0, LNy),
and 13, (n) = (L3, ().
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Using the duality between the STBC and STLC, the
proposed STEALTH technique can be efficiently designed for
MIMO TWUR networks with any number of relay antennas
through low-rate orthogonal STC schemes based on [32].

C. Computational Complexity

It is worth noting that the proposed STEALTH technique
relies solely on local CSI and achieves low computational
complexity, as shown in Remark 1. This makes it a practical
approach for MIMO IoT networks, where low power consump-
tion and low complexity are critical for implementation.

Remark 1: In the proposed STEALTH technique, each IoT
device has a computational complexity of O(KTN + KM).

Proof: In the first phase, the IoT device performs STLC
encoding and power control before transmission. As shown
in (8), (15), and (19), STLC encoding requires T linear trans-
formations for K QAM symbols across N antennas, resulting
in a computational complexity of O(KTN). Meanwhile, power
control involves only simple scalar operations, which con-
tribute negligibly to the overall complexity. Hence, the total
complexity of the first phase is given by O(KTN). In the
second phase, the IoT device executes STBC decoding, self-
interference cancellation, and ML detection to recover the
intended message, as stated in (13), (18), (14), and (23).
The computational complexities of each procedure are given
as O(KTN), O(K), and O(KM), respectively. Therefore, the
overall computational complexity of the proposed STEALTH
technique is given by O(KTN + KM). ]

IV. PERFORMANCE ANALYSIS

We mathematically analyze the performance of the proposed
STEALTH technique for arbitrary QAM orders M and arbi-
trary numbers of antennas, denoted by N and L. Specifically,
we derive analytical expressions for the bit error rate (BER) at
the IoT device and the symbol error rate (SER) at the untrusted
relay, providing insights into the reliability and security of
end-to-end communication. It is worth noting that a high error
rate at the untrusted relay facilitates secure communication for
the two IoT devices [38], [39].

A. BER at IoT Devices

From the general BER expression of an I x J rectangular
QAM in [40], the BER of IoT device ¥ in STEALTH, denoted
by Py w, is given by

10g2 10g2
Pov =B | oo (1 7 ZPI(M)+ ZPJ(v)
(24)
where P;(u) and P;(v) are defined as
1-27)1-1
=2 32) + 12Ty
P;(v) = g @, v, Jerfc i 2 (25)
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where

= ol (2|22 1)
dG,u,I) = (1) 2 —+31)

Furthermore, I'y represents the end-to-end received SNR of
IoT device W, which is given by
My = — YwBA _ _ YuBA 26)
YwBLNg + No  (YwBL+ 1Ny
from (13), (18), and (23). From now on, without loss of
generality, we consider only IoT device W with y :=y. " and
O ‘= 0vy.

Corollary 1: The end-to-end received SNR of IoT device
W in (26) is a concave function for the spatial channel gain
Y.

Proof: Let x be the channel gain, i.e., x := Yy, and define
'y (x) as a function of I'y with respect to x. Based on the
second-order characterization of convex functions, I'y (x) is a
concave function if the following condition is satisfied:

2820L

—Iy(x)=———— <0 Vx.
dx? (xBL + 1)>Ny
Since all parameters in I'y are nonnegative, this inequality is
always satisfied for all x € [y, o0). Hence, 'y is a concave
function with respect to Jy. |

Now, let us derive the closed-form expressions of the
expectation terms in (24). Without loss of generality, in this
section, we derive the in-phase part of (25)

32i+ 1) Ty

E?\D erfc 12-|-]—2—2

(27)
From A := Py (uT/aK) and B := (Pr/L)(T/aK)(1/2A + LNy)
in Section III, the end-to-end received SNR of device ¥ can
be expressed as follows:

~ PRT PyTp

YW GIKN, aLKNg YW PROW 4
FlIJ == PRT ZPWTM 1 )/ 0 T 2,0 " + 1 (28)
Yaikng 1 2atkng T VPR v
where pr = ([PRT]/aLKNy) and py = (PyT/aLKNp).

For tractable analysis, we exploit the PLA using straight-line
approximations. Specifically, let E(x) be the argument of the
erfc function in (27), which is defined as

3Qi+ 1)  prowpx
PP4+J2—2ppx+2pppu+1°
Also, let /[ p)(x) denote the straight-line given two points of
E(a) and E(b) with a < b, which is given by

Ex) =

(29)

E(b) — E(a)
lfa,0)(x) = ﬁ(x —a)+ E(a)
_ 3@i+1)? [ PRAWUQpwp + 1) .
P +J2=2[ (oga+2pyp+ 1)(pRb 4+ 2pwp + 1)

PRPw LAl ]
(pRa +2pyp + D(PRb + 2ppp + 1)
_ 3@i+1?  prewpl@pup + 1x + prab] (30)
24+ J2 =2 (pra+2pyp + D(pRb + 204 + 1)
where x := . From Corollary 1 and the definition of the
erfc function, the following inequality is always satisfied for
y<a<b<oo:
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€29

b b
/erfc(E(x))de/ erfc(,/l[a,b](x))dx.

a

Using the PLA, the expectation term of (27) can then be
written as (32) shown at the bottom of the page, where A is
an increment and

m-*

L—1
crNL(NL 1)~xN exp(—7
NL—1
S mexo(=5) (%)
First, since E(x) is a concave function, the final term in (32)
can be upper-bounded as

fx<XIX > Z) =

[ (VB i i = )
< erfc( E(y+DA)) /O:DAfX<x|X . Z)dx

12
NL—-1 m
y+DAN [ y+DA
X mew(-2o) (55)
= m=0 erf E<y+DA)
NL—1 | y y\m —
S
m=|

(33)

Before deriving the closed-form of the first term of the last
equation in (32), let us define some notation for notational
convenience as a = =y+d—DA, b= J/+dA and /[q,p(x) =
Ax + B, where A and B are given by

_3Qi+1) PROWH(2pwit + 1)
2 +J2 =2 (pra+2pyp + 1)(pRb + 2pgp + 1)
_3Qi+ 1)? PP pLab

T PP+J2 -2 (pra+2pup + D(prb + 20w + 1)
(34)

from (31). Then, the term we will derive can be written as

y+dA
/)/Jr(dl)A erfe (\/l[)/+(d—l)A,y+dA] (x)>fx<x|X > Z)dx
b
:/ erfc(«/Ax——kB)fx()dX zz)dx

1 b NMle=s
A erfc(vAx—l— B) mdx

NL= 1
Z mi€

(35)
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The final integral term in (35) can be derived as follows:

b xNL—le—§
/u erfc (V Ax + B) mdx
ANl
oM (NL — 1)1
/b 2 [ee) 2 xNL—le—§
= Ry e —_—
f JATE oNL(NL —1)!

—B X
2 G Nl

Y R P
JAGTB o (NL—l)!

/mf f —

b 2 00
= / — et
o 7 J/aTE
dtdx

e
oM (NL — 1)1

(36)

where (a) is a change in the order of integration in double
integrals. Here, the second term of the last equation in (36) is
derived as follows:

Pl

2 v
W oMNL— 1"

o0
—f
—e
fm VT

o [ () e L ()
= rte(VATTB)[ et 5 L(E) et Nf e

p=0 p p=0
(37)

From the same derivation process, the first term of the last
equation in (36) is derived as follows:

sz X

/./Ab+B 2 2 NL-1,-2
= . - "

JiaiE V7 Ja oMWNL-1)!

/ A6 _r2|: e A <z2—3>”
= —e —e Ao Z f—
JAa+B T =0 p! Ao

tef Nil l(5)p]dz
e p!\o
Ab+B o ) 2Nl 72 B\
L = |- () Jo
+ [erfc(JAaT) — erfc(«/mn |: e }:LOI ;(2)1)} (38)

3(2i + 1)2I o0 32i + 1)?2
Ey, | erfc 3@i+ DTy :/ erfc @i+ 1) PROVILY fX(xIXZ V)dx
P+J2-2 0 IP4+J2 -2 ppx+2ppu+1 =

_ i/yﬂm

erfc(%)f;((xlX > Z)dx+/

erfc ( \/l[y+ - pda] (x))fx (41X = y)ax + /y s erfe(VE )fx (x1X = y )dx

o]

erfc(@)f;(()dX > Z)dx

y+DA

o0

(32)
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By substituting (38) and (39) into (36), it can be rewritten as

b L1, %
/; erfc(v Ax + B) mdx
Nl ave
:erfc(x/Aa—i—B)e o Z E(;)
o M=
—erfc( Ab + >e 3 Z ;(—)
p=0
VABTE 2 "&E 1 2-BY
f —e_tz[—e_ o Z —(r ) :|dt. 39
VAarB VT o p!'\ Ao

Finally, using the binomial theorem, the final integral term
can be derived as (40) shown at the bottom of the page with

1 1 / 1
I"(q+§,<l+£>t2) =ﬁerfc(t l—i—E), for g =0
(2q)!

and
1+i>t2 = Jrerf z,/1+i
a0 ) ) T aag Ve Ao

r +1
q bX
+(=D9 Lexp( — 142 t,/1+L
Ao Ao

q-1 1 1 ) r
X f—q> (—<1+—)t>,forqu
g(z q—r—1 Ao

where (1/2—¢q)4—,—1 denotes the Pochhammer symbol (rising
factorial) given by (x), = ['(x +n)/I'(x), i.e.,

<1 ) F(%—(F-Fl))
——q = = _4‘1!
2 g-—r-1 F(%—Cl> (<2;>!q

By substituting (25), (32)-(35), (40), and (40) into (24), a
closed-form expression of the BER upper bound for IoT device
W is obtained.

From [40, eq. (23)], we can also obtain an approximate
expression for the BER in the high SNR region as follows:

e [
~ bys €ric
logy(I-J) "% | 1 2

=D 41!
Qi+ 1)!

3y
r+J? -

Pp oy
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By replacing (34) and (29) with

_ 3 PROWU(2pyp + 1)
P+ J2 =2 (pra+2pwi + D(pRb + 2pup + 1)
3 pgPwpab
P+ J2—2(pra+2pwi + D(pRb + 2pup + 1)
E) : = 32 PROW X
+J2 =2 prx+2ppu+1

and substituting (25), (32)—(35), (40), and (40) into (41), a
closed-form expression for the approximate BER is obtained.

B. SER at the Untrusted Relay

From a security performance perspective, the lower bound
on the error rate is a more meaningful measure because
the receiver cannot recover transmitted information if the
error rate is above a certain value. In practice, there are
minimum error rate requirements to ensure acceptable quality
of service (QoS) for applications. Recall that the underly-
ing methodology of the proposed STEALTH is based on
the constellation-overlapping-based OTAE scheme in [16].
Hence, from [16, Proposition 1], the SER lower bound at the
untrusted relay for I x J rectangular QAM modulations is
given by
I-D@2J-1)

12J2

where P;Rr denotes the SER of the relay. Notably, the
SER lower bound is irrelevant to the number of anten-
nas at each node, the channel gain, and the distance of
IoT devices. This implies that the end-to-end communi-
cation performance between the two IoT devices can be
improved by utilizing multiple antennas while maintaining
the same security performance at the untrusted relay as
in the conventional constellation-overlapping-based OTAE
scheme.

Psr=1-— (42)

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, we validate the security and communication
performance of the proposed space-time-coded PLS technique
for MIMO TWUR systems, which is named STEALTH,

L= 1e fe 3l'y ] 41 and the theoretical analysis results derived in Section IV
2+i2-2)] through extensive computer simulations. In particular, we
VAGEE o or ey "E 1 2-B\T, 2 "G VAR o4 ) (2 o\
— —e Ao Z— dt = ———=e4o = e t“—B) dt
VAarB VT i P\ Ao wo = pNAeY Jyaats
NL-1 VAB+B p
2 1 —2(14-L
B Z —/ e t(1+A”)Z<p>t2q(—B)pth
T = plA0) Jaars par U
NL—1 VAGTB
2 —2(14-L
= s - Z( )(—B)p_" f P (535) 2agy
T '(Aa) JAa+B
_ 1 1.2
1 %Nil 1 Xp:(p)( B)P—f(‘”i’ (1 + 5 )7) vaese
= ——¢@Ac —
] P q
JT !(Ao) =0 q <1 + ﬁ) /1 + E t=+/Aa+B
(40)
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Fig. 3. PDFs of the wireless channel gain with respect to the DoF 2NL.

examine the error performance at the untrusted relay and
IoT device, as in [16]. All simulations were performed
using MATLAB without built-in modules. Unless other-
wise stated, we set op = og = o = 1 and Py =
Pg = PR = P, and employ a 4-QAM modulator for
both IoT devices. The conventional constellation-overlapping-
based OTAE technique in [16] and a space-time code-based
TWR (STC-TWR) system are considered benchmark schemes.
Although the conventional OTAE technique can only work
in single-antenna TWUR systems, it is used to compare
the security performance at the untrusted relay. The STC-
TWR system does not address security concerns at the relay
but is exploited to compare the end-to-end communication
performance of the terminal nodes.” Fig. 3 is a well-known
diagram that shows the PDF of wireless channel gain, i.e.,
(2), with respect to the degrees of freedom (DoF) defined
by 2NL.

Fig. 4 shows the BER performance at the untrusted relay
and each IoT device as the average transmit SNR P/Ny varies,
when no channel gain threshold is considered. As mentioned
in Section II, such a scenario may not be feasible in prac-
tical TWUR systems due to the infinite power consumption
problem. For example, consider a deep fading event, i.e., yy =~
0. In this case, IoT device ¥ will have to consume infinite
power for channel inversion, and thus, © converges to zero to
meet the average transmit power constraint. The conventional
constellation-overlapping-based OTAE scheme is particularly
infeasible because it includes a case where the channel gain
is equal to zero, as shown for DoF = 2 in Fig. 3, and u =

5Although this framework has yet to be published in the literature, we can
intuitively design the overall process. The two IoT devices simultaneously
transmit their STLC symbols to the relay without power control as in [41].
The constellation diagram on the untrusted relay will appear as shown
in [41, Fig. 2]. Therefore, unlike Fig. 2 in this article, the untrusted relay
can distinguish the symbols of each device from a constellation point, which
deteriorates security performance. Afterward, the second phase is the same as
the process described in this article, except for the relay’s transmission power
normalization factor B and the resultant channel gain of the signal received
by each IoT device.
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Fig. 4. BER performance comparison for the proposed STEALTH and the

STC-TWR system, when op = og = 1, M = 4, and y = 0. (a) BER at
untrusted relay. (b) BER at IoT device. o
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Fig. 5. Peak values of the power control coefficient for IoT device W with
respect to the channel gain threshold.

—o exp(—y/o)/Ei(—y /o) = 0 when y = 0. Fortunately,
this phenomenon does not occur with the proposed STEALTH
and the STC-TWR system because the channel gain is always
greater than zero, as shown for DoF > 4 in Fig. 3. Hence,
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only the proposed OTAE technique and the STC-TWR system
are in operation, as shown in Fig. 4. Since the STC-TWR
system does not deal with security issues, the BER at the
untrusted relay gradually improves as the average transmit
SNR increases, as shown in Fig. 4(a), implying a degradation
in security performance. In contrast, the proposed STEALTH
technique causes an error floor of 0.25 in the relay, preventing
information leakage and ensuring confidential communication
between the two IoT devices. As noted in Section IV-B, the
error floor is independent of the channel gains of IoT devices.
On the other hand, as the number of antennas increases, the
spatial diversity gain increases, resulting in improved end-
to-end communication performance (reliability), as shown in
Fig. 4(b). Somewhat interestingly, the proposed STEALTH
technique performs almost as well as the STC-TWR system,
even in terms of communication performance. However, unfor-
tunately, the terminal’s instantaneous transmit power in the
proposed STEALTH technique still has the potential to exceed
the peak power limit, as shown in Fig. 5. To be specific,
this figure presents the peak value of the normalized power
control coefficient of IoT device W according to the channel
gain threshold, i.e., (A/Pgy), assuming that its peak power
is ten times (10 dB) the average power (refer to y-axis
limit). This means that for the practical operation of the
proposed OTAE technique, the channel gain threshold must
be carefully chosen by considering the device’s peak power
constraint.

Fig. 6 presents the effective transmission probability (ETP)
a of the conventional constellation-overlapping-based OTAE
scheme and the proposed STEALTH technique according to
the number of node antennas and channel gain thresholds,
where the ETP is defined as @ = aR = oK/T. It is widely
known that as the number of antennas increases, the DoF of
the wireless channel increases, and the PDF shape changes, as
shown in Fig. 3; hence, the ETP significantly increases for the
proposed STEALTH technique compared to the conventional
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TABLE III
THRESHOLD CHANNEL GAIN y ACCORDING TO THE TARGET
ETP &, WHENop = og = 1

ETP & 0.8 0.7 0.6 0.5
N=1,L=1[16]|| 0.1116 | 0.1783 | 0.2254 | 0.3466
N=1,L=2 0.5495 | 0.7216 | 0.8942 | 1.0780
N=2L=2 1.7804 | 2.1105 | 2.4197 | 2.7316
N=1,L=3 0.6981 | 1.1294 | 1.4694
N=2L=3 2.3702 | 3.2014 | 3.7936

constellation-overlapping-based OTAE scheme for the same
channel gain threshold. Note that the ETP is the CCDF squared
multiplied by the code rate of the space-time code. Due to the
code rate loss of orthogonal space-time codes, the maximum
ETP is 0.75 when the number of relay antennas is three.

On the other hand, from Fig. 6, we can set the channel
gain threshold based on the activation probability of both
IoT devices, which represents the probability that they will
have a data frame to transmit [35]. The activation probability
can correspond to the ETP in the proposed framework.
Table III provides some channel gain thresholds according to
the number of antennas and the target ETP. Note that these
channel gain thresholds satisfy the peak power constraints of
IoT devices we set in Fig. 5.

Fig. 7 compares the proposed STEALTH technique with the
conventional constellation-overlapping-based OTAE scheme,
depending on the number of node antennas. It is worth noting
that the traditional scheme is only applicable to single-antenna
TWUR systems, i.e, N = L = 1. For a fair comparison,
we consider a typical network environment where both IoT
devices’ activation probability ETP is 0.7. The channel gain
threshold for each case is then determined as shown in the
third column of Table III. As previously discussed, the error
floor at the untrusted relay is the same regardless of the
number of node antennas and channel gain thresholds, as
shown in Fig. 7(a). In contrast, it can be observed in Fig. 7(b)
that the end-to-end communication performance between the
two IoT devices is significantly improved by using multiple
antennas with space-time codes. In particular, the truncated
channel inversion excludes transmissions on deep-fading chan-
nels, ensuring that the conventional technique also provides
acceptable reliability. However, better performance can be
achieved by employing multiple antennas in the proposed
STEALTH technique. For example, at a transmit SNR of
15 dB, the conventional OTAE scheme (N = 1,L = 1)
achieves a BER of approximately 3.3 x 1073, whereas, thanks
to the spatial diversity gain, the proposed STEALTH technique
achieves a BER of 5.6 x 10™* when the IoT devices have
one antenna and the relay has two antennas (N = 1, L = 2),
corresponding to an improvement of 83.03%. Furthermore,
when the IoT devices are equipped with two antennas (N =
2, L = 2), the BER is further reduced to 5.6 x 1077, resulting
in an improvement of 99.98% over the conventional scheme.
On the other hand, in contrast to the results in Fig. 4(b),
communication performance deteriorates when L = 3 rather
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Fig. 7.  BER performance comparison for the proposed STEALTH and

the conventional constellation-overlapping-based OTAE scheme, when op =
og =1, M =4, and @ = 0.7. (a) BER at untrusted relay. (b) BER at IoT
device.

than when L = 2 due to the SNR loss caused by the increase in
the number of relay antennas in the space-time codes. Fig. 7(b)
also verifies the theoretical performance analysis result derived
in IV-A by comparing it with the simulation results, where
we set D = 50 and A = 0.1 in (32). We can observe that
the analytical BER expression describes the proposed system’s
end-to-end communication performance well for an arbitrary
number of node antennas and the channel gain thresholds.
It is also worth noting that our analytical result includes the
conventional constellation-overlapping-based OTAE scheme as
a particular case with u = —o exp(—y /o) /Ei(—y /o).

Fig. 8 shows the SER and BER versus the average transmit
SNR of the untrusted relay and IoT device, respectively,
according to different QAM orders M € ({(2,4,8, 16, 64}
in TWUR networks with N 1 and L € {I1,2}. Here,
we set a 0.8 to present other results as well, and the
channel gain thresholds are then given by 0.1116 and 0.5495
for the conventional scheme and the proposed STEALTH
technique, respectively, as presented in the second column of
Table III. As discussed in Section IV-B, the lower bound of
the untrusted relay’s SER does not depend on the channel
gains; hence, the same error floors are achieved for the

Symbol: Simulati‘on, Dotted line: Theoretical lower bound
AM=2O0M=8 M=64=N=1,L=1
OM=4OM =16

Symbol: Simulation
Solid line: Analysis
Dotted line: Approximation

“4HAM =2 (2-PAM) X
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OM =8 (8-QAM) \ x
|OM =16 (16-QAM)

% M = 64 (64-QAM) \

_N=1L=1[16]
—N =1, L =2 (Proposed)

10°®
0 5 10 15 20 25 30
SNR [dB]
(b)
Fig. 8. Error rate performance analysis results of the proposed STEALTH

and the conventional constellation-overlapping-based OTAE scheme, when
op=og=1,Me{2,4,8,16,64}, and & = 0.8. (a) SER at untrusted relay.
(b) BER at IoT device.

conventional constellation-overlapping-based OTAE scheme
and the proposed STEALTH technique. Specifically, from (42),
the SER lower bounds for the relay are calculated to be 0.2500,
0.4375, 0.6719, 0.8086, and 0.9451, for M = 2,4, 8, 16, and
64, respectively, which are all above 10~1.° Furthermore, it
can be observed that the proposed STEALTH technique still
outperforms the conventional constellation-overlapping-based
OTAE scheme in terms of end-to-end transmission reliability.
In particular, the proposed OTAE technique has an SNR
gain of approximately 3 dB to achieve the same BER as the
conventional scheme. As the SNR increases, the gain exceeds
3 dB, indicating that the energy efficiency of TWUR IoT
networks can be improved by leveraging the spatial diversity of

OIn typical wireless networks, communication becomes practically infeasi-
ble when the SER exceeds 0.1. This property is advantageous in PLS, where
a higher error rate at an untrusted relay or eavesdropper can enhance the
confidentiality of messages intended for legitimate users. In [39], it has been
demonstrated that an increased decoding error probability at the eavesdropper
significantly impairs its ability to reconstruct transmitted information, thus
improving security. Specifically, higher SER values lead to an increased
equivocation rate, which reduces information leakage and enhances secrecy.
Based on this principle, the proposed technique leverages an SER of 1071 at
the untrusted relay to compromise unauthorized decoding.
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multiple antennas, potentially achieving more than a twofold
enhancement. Finally, Fig. 8 also validates the theoretical
performance analysis results of the IoT device’s BER and the
relay’s SER derived in Sections IV-A and IV-B, respectively.
In particular, Fig. 8(b) compares the mathematical expres-
sions of the BER of IoT device ¥ with the simulation
results. We can observe that the analytical BER expres-
sion matches the simulation results well for arbitrary QAM
modulations.

Finally, we investigate the impact of channel estimation
errors at IoT devices on the proposed STEALTH technique.
These channel uncertainties can be modeled as Z\Ff,ln =
h@’fn + 65:’11 VYW, n, [, where Zﬁln and hE"ln represent the actual
and estimated CSI, respectively. The term 65:; denotes the
estimation error, which follows an independent and identically

distributed complex Gaussian distribution with zero mean and

03 variance, i.e., 65111 ~ CN(O, 03) [36]. Fig. 9 presents the
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simulation results under the same conditions as Fig. 8: N =1,
L=2o0c=1,M € {2,4,8,16,64}, P/Ng = 20 dB, and
a = 0.8. It can be expected that if the IoT devices fail to
estimate their CSI accurately, the untrusted relay may have
an opportunity to decode their signals due to imperfect con-
stellation overlapping. However, counterintuitively, the relay
is still unable to decode the signals from the IoT devices,
as shown in Fig. 9(a). This phenomenon occurs because the
IoT devices perform STLC encoding based on inaccurate CSI,
causing distortion in the relay’s STLC-decoded signal due
to residual interference after linear combination. Furthermore,
as illustrated in Fig. 9(b), the end-to-end BER performance
gradually deteriorates as the CSI uncertainty 03 increases.
Nevertheless, the system remains robust against estimation
errors up to o2 = 1074,

VI. CONCLUSION

We have proposed a novel PLS technique for MIMO TWUR
networks by combining the constellation-hiding (constellation-
overlapping) approach and space-time codes. The proposed
system consists of two phases, which are described as follows.
In the first phase, both IoT devices send power-controlled
STLC signals based on truncated channel inversion so that
their M-QAM symbols experience the same equivalent channel
at the relay. This yields a constellation-hiding effect at the
untrusted relay, making it unable to distinguish the specific
data of each IoT device and preventing information leakage at
the relay node. In the second phase, the relay broadcasts the
superposed signals to the IoT devices through STBC. Since
each IoT device knows its own symbol sent in the first phase,
it can remove its symbol from the received superposed signals
and decode the partner’s data.

The simulation results have shown that the proposed
STEALTH generates the same error floors as the conventional
constellation-overlapping-based OTAE scheme at the untrusted
relay, regardless of the number of node antennas and channel
gain thresholds. It is worth noting that such an error floor
above 10~! in the relay implies that confidential commu-
nication between the two IoT devices can be guaranteed.
In contrast, the transmission reliability between the two IoT
devices has been improved by employing multiple anten-
nas. In other words, the proposed OTAE technique has the
same security performance as the conventional constellation-
overlapping-based OTAE scheme but outperforms it in terms
of communication performance.

Finally, we have obtained a new theoretical BER
performance analysis framework for the AF protocol based
on the PLA. We have compared the mathematical analysis
results with the computer simulations and found them almost
identical. It is meaningful because this allows us to validate
the proposed system’s performance and helps us predict its
performance for various network parameters without time-
consuming computer simulations.

As further work, we will extend the proposed STEALTH
technique to more general IoT network topologies, where the
distances of IoT devices from the relay are asymmetric.
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