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Abstract—We investigate the secrecy outage probability (SOP) of a
downlink wiretap network consisting of a single legitimate base station (BS),
multiple legitimate mobile stations (MSs), and multiple potential eaves-
droppers (EVEs), where each EVE randomly attempts to overhear the
data transmission with a certain probability. In particular, we consider
an opportunistic feedback (OF) strategy in which each legitimate MS feeds
their channel gain back to the BS for data reception only when its gain
is greater than a certain threshold. We analyze a closed-form expression
of the SOP under this strategy. As our main result, we demonstrate that
the SOP of the OF strategy approaches that of the full feedback strategy as
the number of legitimate MSs becomes large. It is worth noting that, for the
first time, we mathematically characterize the SOP in this practical wiretap
network setting having multiple potential EVEs.

Index Terms—Multiuser diversity, opportunistic feedback, physical-
layer security (PLS), potential eavesdropper, secrecy energy efficiency
(SEE), secrecy outage probability (SOP).

1. INTRODUCTION

Physical-layer security (PLS) has steadily gained attention from
both academia and industry, where the PLS is built upon a notion of
information-theoretic secrecy exploiting the randomness of wireless
channels [1]. Many technical aspects of various 5G wireless networks
such as massive multiple-input multiple-output, nonorthogonal mul-
tiple access, full-duplex, millimeter wave communications, heteroge-
neous networks, and so forth have been extensively investigated in terms
of PLS [2].

Existing studies on the PLS in the literature have been carried out
under the following three different eavesdropping scenarios: passive,
active, and potential eavesdropping cases [3]-[6].

Passive eavesdroppers (EVEs) only overhear and attempt to decode
the packet of legitimate nodes; thus, the channel state information
(CSI) of the passive EVEs is usually assumed to be unavailable at
legitimate nodes [3]. On the other hand, active EVEs are regarded as
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being registered in the associated network and pretend to be legitimate
nodes. The active EVEs not only attempt to decode the private message
of legitimate nodes, but also induce the network to malfunction through
pilot contamination or false feedback information [3]. Recently, the
concept of potential eavesdropping was introduced in [5] and [6]. In [5],
all unscheduled legitimate nodes in a certain cell are defined as potential
EVEs, while some of the unscheduled legitimate nodes in a certain cell
are defined as potential EVEs in [6]. The term of potential is used
in the sense that EVEs can also participate in their own legitimate
communications.

In this paper, we investigate the effect of intermittent operation of po-
tential EVEs on the secrecy outage probability (SOP) [7] in a multiuser
downlink wiretap network, which consists of a single legitimate BS,
multiple legitimate MSs, and multiple potential noncolluding EVEs.
Furthermore, we propose an opportunistic feedback (OF) strategy such
that each legitimate MS feeds its channel gain back to the BS only when
the gain is greater than a certain threshold, which enables us to perform
energy-efficient communications.

The rest of this paper is organized as follows. In Section II, the
proposed technique are explained and compared with existing schemes
and its SOP is mathematically analyzed. Numerical results are shown
in Section III and concluding remarks are drawn in Section I'V.

II. MULTIUSER DOWNLINK WIRETAP NETWORKS WITH
POTENTIAL EAVESDROPPERS

A. System Model

We consider a single-cell downlink wiretap network consisting of
a legitimate BS, legitimate MSs, and potential EVEs as illustrated in
Fig. 1. In this paper, we assume that the potential EVESs belong to other
cells as legitimate MSs, but they can attempt to overhear legitimate
communications of other cells.! All devices are assumed to be equipped
with a single antenna. We also consider noncolluding potential EVEs,
each of which does not share eavesdropping data with other EVEs [5],
[6]. System parameters are summarized in Table I. The received signals
at the 4th legitimate MS and the jth potential EVE are given by

rvs, = hwus, + zms,is TE,; = he T+ 2E; ey

respectively, where zus,i, 2g,; ~ CN (0, Ny) and z denotes the trans-
mit signal at the BS with the power constraint E[|z|?] = P. All wireless
channels are assumed to follow independent and identically distributed

The definition of potential EVEs in this paper follows the definition and
context of existing papers [5], [6], but it can be considered as a more advanced
and generalized concept.
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Fig. 1. Illustration of a downlink wiretap network with multiple legitimate
MSs and multiple EVEs.

TABLE I
SYSTEM PARAMETERS

Parameters [ Definitions

Nwys / Ng Number of legitimate MSs / potential EVEs

Nwus I Ne Set of all of legitimate MSs / potential EVEs

Mus | Mg Set of legitimate MSS that feed their channel gain back

to the BS / potential EVEs that attempt to overhear

hre - | e - Wireless channel coefficient from the legitimate BS
MS,i T 7B | (o the i-th legitimate MS / to the j-th potential EVE

zms,i / 2e,; |AWGN at the i-th legitimate MS / at the j-th potential EVE

(i.i.d.) circular Gaussian complex random variables with different vari-
ances, i.e., hms,; ~ CN(0,1/Avs) and he ; ~ CN(0,1/Ag), where
Vi€ Mus = {1,2,...,Nus} and V5 € Ng 2 {1,2,..., Ng}.?

B. Proposed Technique

We describe the overall procedure of our method, which includes OF
at the legitimate MSs and random intermittent operation at the potential
EVEs.

1) Pilot Broadcast: The BS broadcasts a pilot signal, which en-
able all legitimate MSs and potential EVEs to estimate the wireless
channel coefficients hys ; and he ; for all 7 and j.

2) Opportunistic Feedback (OF): Only a few legitimate MSs
among all MSs feed their channel gain back to the BS to reduce the
signaling overhead and improve energy efficiency. Specifically, the
ith legitimate MS feeds its channel gain s ; = |hms.i|> ~ exp(ims)
back to the BS only when yms; > (us, where (us indicates a cer-
tain positive threshold. The probability density function (PDF) and
cumulative distribution function (CDF) of ys ; are given as f.,,¢ (v) =
AmgeMsVand F.,, (y) = 1 — e*Ms¥ wheny > 0, respectively. Then,
the feedback probability is Pus = Pr(Y > (us) = J, ;;S Fos (W) dy =
e*mstus ¢ [0, 1], which depends on both Ams and the channel threshold
(ms- In particular, when {us = 0 as a special case of OF, it follows that
Pus = 1; thus, all of legitimate MSs operate in full feedback (FF)
strategy.

3) Random Eavesdropping (RE): Each EVE attempts to over-
hear the data transmission with eavesdropping probability Pe € [0, 1],
which can be determined by its own traffic load and communication

2We do not explicitly consider the spatial distribution of both legitimate MSs
and potential EVEs in this paper, but the physical distances from the BS to the
legitimate MSs and potential EVEs can be regarded as implicitly reflected in the
variances of wireless channel coefficients, Apg and Ag.
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protocol. When Pe = 1 as a special case of RE, EVEs operate as the
full eavesdropping (FE) strategy like conventional EVEs.

4) Scheduling and Transmission: The BS selects one legitimate
MS with the maximum channel gain and starts transmission.

The instantaneous achievable secrecy rate is given by

1+ max ys,p
1€/
Rs (| Mus|, Mus; Cuss IMe|, g, p) = logy | ——— o
1+ max g ;0
J E

where p = P/No, Ve, mg = |Pg,me|> ~ exp(re),and | - | indicates the
cardinality of set.

C. Performance Analysis

1) SOP: For the OF and RE strategies, we derive a closed-form
expression of the SOP in this section.

Theorem 1: For a given target secrecy rate R, the SOP is expressed
as

Poa=(Nuis, Aus; Gus, Ne, Ae, Pe,p, Ro)

N
_ . Nus [Muys| Nus—|Mus|
=1- Z PMS (1 — PMS) MS MS

[Mys|=1

’ { > (IJ\]\/Z ) R

[Mg|=1

pE)NE*\ME\

X \Ilno;RE(|MMS|7)‘-MS,CMS7 |ME|:)LE:/)7 RO)
+ (1 — Pe)Newgs, (IMws|, Aus, Cus, p; Ro) (2)

where WOPRE (| Mus|, Ams, Cus, [ ME], A, p, Ro) and
WO (| Mus|, Aus; Cus, p, Ro)  denote  the secrecy nonoutage
probability in case of the OF and RE strategies, and the secrecy
nonoutage probability in case of the OF and all-inactive eavesdropping
strategy, respectively.

Proof: Refer to Appendix A. |

It is possible to derive the SOP with other feedback and
eavesdropping strategies. For example, the SOP in FF and RE
strategy P(flﬂgg%(NMS7)\M37<MS> Ne, e, Pe,p, Ro) under the FF and
RE strategies can be obtained by setting (us = 0. Similarly,
ng't:;g'i(NMs, Awms, Cus, Ne, g, Pe,p, Ro) under the OF and FE strate-
gies can be obtained by setting Pz = 1.

2) Secrecy Energy Efficiency: We also obtain secrecy energy
efficiency (SEE) [8]. From (2), the SEE for the OF and RE strategies
is given by
Ro(1 — PRERE(Nus, Aus, Cus, Ne, Ae, Pe,p, Ro)

outage
P(1+ B3, Tus(i))

Ro(1 — PQERE (Nus, Aus, Cus, Ne, Ae, Pe,p, Ro))
P

N,
XXM:S Mus) 1 Pus(1 — Pus)™s™
i ) 1+pB-0i M

i=1 t

nOFRE —F

where [ denotes the ratio of the power consumption at the legitimate
MS to P and Iys(i) is given by

. 1, if |[hws,i[* > Cus
Ius(i) = '
s (1) {O, otherwise.

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on March 05,2025 at 09:56:13 UTC from IEEE Xplore. Restrictions apply.



IEEE SYSTEMS JOURNAL, VOL. 15, NO. 2, JUNE 2021

TABLE II
COMPARISON WITH EXISTING SCHEMES

Ref [ Networks [ Type of EVEs | Strategies | CSI Req
[3] (Sec.IV) DL Passive FF / FE MS
[5] DL Potential FF / FE EVE, MS
[6] (Sec.IV) UL Potential OF / FE MS
[7] (Sec.III) UL Passive FF / FE MS
Proposed DL Potential OF / RE MS
1 T T T T

O OF with (ys = 2.5 and FE (sim.)
-------- OF with (s = 2.5 and FE (anal.)

O OF with (ys = 1.5 and FE (sim.)
—— OF with (ys = 1.5 and FE (anal.)

O FF and FE (sim.) 1
— = FF and FE (anal.)

W OF with (ys = 2.5 and RE with Pg = 0.5 (sim.)
-------- OF with Cus = 2.5 and RE with P = 0.5 (anal.)

W OF with Cys = 1.5 and RE with P = 0.5 (sim.)

0.8 -}

0.6 +

\ —— OF with Cys = 1.5 and RE with Py = 0.5 (anal.) | 7
A \ FF and RE with Py = 0.5 (sim.)
o ) — = FF and RE with P = 0.5 (anal.)
7 \ O OF with Cys = 2.5 and RE with Py = 0.2 (sim.)
. N B OF with Cus and RE with Pg = 0.2 (anal.)
0.4+ O OF with s and RE with 2 (sim.) |

—OF with (ys = 1.5 and RE with Py = 0.2 (anal.)
| O FF and RE with Py = 0.2 (sim.)
— — FF and RE with P = 0.2 (anal.)

02 B

0 10 20 30 40 50
Nuis

Fig.2. SOP with respect to Nys, when p = 0 [dB], {us € {0,1.5,2.5}, and
Pr €{0.2,0.5,1}.

D. Comparison

Table II summarizes the comparison of the proposed technique with
existing schemes in terms of the network model, type of EVEs, feed-
back, and eavesdropping strategies, and CSI requirements at the BS. All
existing schemes except for [6] do not consider OF at legitimate MSs,
and thus all MSs feed their CSI values back to the BS. Furthermore, all
existing schemes assume that all EVEs always attempt to overhear, i.e.,
the FE strategy. It is worth noting that the proposed technique requires
the instantaneous CSI of only a few legitimate MSs not all MSs.

III. NUMERICAL RESULTS

This section evaluates the performance in terms of SOP when the OF
and RE strategies are employed in our downlink wiretap network under
various system parameters. In all simulations, we assume that Ays = 1,
Ag = 2,and R, = 1 [bps/Hz]. In addition, as noted in Section II-A, we
assume the i.i.d. fading channels from the BS to the legitimate MSs and
to the potential EVEs. Thus, in the OF and RE strategies, both | M ;5|
and | M g| become random variables following a binomial distribution
with parameters Pyss and Pg, respectively. We use these two random
variables in our simulations. In Figs. 2—4, we validate our analysis by
showing that the derived SOP in (2) coincides the simulation results.

Fig. 2 illustrates the SOP for varying Nys when p = 0 [dB], (us €
{0,1.5,2.5}, and P € {0.2,0.5,1}. Here, (us = O corresponds to
the FF case where all legitimate MSs feed back their effective channel
gains to the BS, while Pz = 1 corresponds to the FE case where all
EVEs always overhear the legitimate links. The FF strategy always
outperforms the OF strategy in terms of SOP, since in the OF strategy
some legitimate MSs do not participate in sending their channel gain in
the OF strategy. Thus, there would be more legitimate MS candidates
to be scheduled at the BS by the FF strategy. However, the performance
gap between FF and OF strategies becomes negligible as the number of

3095

0.5 T T T T T T T T

O OF and FE (sim.)
— — OF and FE (anal.)
v OF and RE with Pz = 0.5 (sim.)
-------- OF and RE with Pg = 0.5 (anal.)
O OF and RE with Py = 0.2 (sim.) |
—— OF and RE with P = 0.2 (anal.)
@ OF and FE (sim.)
— — OF and FE (anal.)
W OF and RE with P
e OF and RE with Pg
A4 B OF and RE with Py
——OF and RE with Py =

Y0000 6 0 0-0-0-

&
<

10 20 30 40 50 60 70 80 90 100
Feedback overhead (%)

Fig. 3. SOP with respect to feedback overhead, when p = 0 [dB], Nys €
{10,301, and Pr € {0.2,0.5, 1}.
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Fig. 4. SEE and the average number of MSs with feedback for varying the
{ms when p = 0[dB], Nys € {10, 30}, and Pe € {0.2,0.5,1}.

legitimate MSs increases due to widely studied the multiuser diversity
gain, in various opportunistic communication scenarios. Moreover,
it is observed that the SOP decreases as Pr decreases due to more
intermittent information leakage at potential EVEs for given (us.

Fig. 3 illustrates the SOP versus feedback overhead for uplink when
p=0[dB], Nus € {10,30}, and Pe € {0.2,0.5,1}. The feedback
overhead is defined as E[|Mss|/Nars] = Pars- As expected, as the
feedback overhead increases, the SOP decreases for given Nys and
Pe, and approaches that SOP of the FF strategy. It is worth noting
that the SOP of the OF strategy is almost identical to that of the FF
strategy as long as the feedback overhead is larger than 40% and 20%
when Nys = 10 and Nys = 30, respectively. The feedback overhead
in the OF strategy required to maintain the SOP of the FF strategy
becomes reduced as [Vys increases because of the effect of the multiuser
diversity.

Fig. 4 illustrates the SEE and the average number of MSs with
feeding their CSI values back according to the threshold (ys when
p =0[dB], Nys € {10,30},and Pz € {0.2,0.5, 1}. The proposed OF
strategy improves the energy efficiency by suppressing the amount of
feedback from legitimate MSs with small channel gain values, which
enables us to establish a fundamental tradeoff between the SOP and
SEE that can be observed by varying the values of (us. As shown in
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Fig. 4, there exists the optimal feedback threshold (s to maximize the
SEE for given system parameters. Note that the optimal SEE of the OF
strategy is always larger than that of the FF strategy, i.e., {us = 0, for
all system parameters.

IV. CONCLUSION

We analyzed the secrecy outage probability (SOP) of a mul-
tiuser downlink wiretap network with multiple potential eavesdrop-
pers (EVEs) randomly attempting to overhear the data transmission
with a certain probability, which is the first theoretical resultin the litera-
ture to the best our knowledge and generalizes the conventional wiretap
network settings. We employed the opportunistic feedback (OF) strat-
egy at the legitimate MSs to reduce the signal overhead and improve
SEE. It was demonstrated that our numerical results via computer
simulations coincide with the analytical ones. It is desirable to set (s
appropriately in order to achieve the same SOP as the FF case while
reducing the feedback overhead and to maximize the SEE. We leave
the SOP analysis for the case of colluding potential EVEs as a further
study.

APPENDIX A
PROOF OF THEOREM 1

When | Mys]| legitimate MSs among Nys feed their channel gain

back to the BS and | Mg| EVEs among Ng attempt to overhear, the
secrecy nonoutage probability is given by

\IIHOOFI'IRE(‘MMSL AMS? CMS? ‘ME" )\Ea P, RO)

= Pr<Rs(‘MMS|7)\MS7CMS7 |ME|, 2g, p) > Ro>

)

where X and Y are random variables indicating max,,,,s e Mys YMS, mys
for |Mys| legitimate MSs and the maximum channel gain
MaXpeMe VE,me for [Me| EVEs, respectively. Now, we are ready
to establish the following theorem representing our main analytical
result. The CDF and PDF of random variable X are given by

— Pr maXmygeMys YMS,myg
R, ~1(9R
> 27 maxXmeeMeg VE,mg + P (2 ° =

= Pr(X > 2oy 4 p1(2f — 1)) 3

(1 — e’)‘MS(Z*CMS))‘JMMS‘

‘/MMS‘ <|MMS|

mms

FR ()

) (7 1)7"MS e*lmsmMS(ﬁf*CMS)

mpys=0

gF(x) = AMS\MMS|6*AMS($*CMS) (1 _ e*lms(w*CMS))‘MMS‘_l

mms

[Mys -1 ‘M | -1

= Ams|Mus| Z < ms )(1)mmselms(mms+l>(zws)
mms=0

respectively. Similarly, the CDF and PDF of random variable Y can be

derived as

[Me|
SOEDY ('M E') (1ymecenes

mg=0 me

[MEg|-1 ‘M ‘ 1
}BE(?J) = )LE|ME| Z < E ) (—1)mEe*)~E(mE+1)y

mg=0 me
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respectively. Consequently, (3) can be rewritten as

\IISQ'T']RE(‘MMSL )"MS7 C‘MSa ‘ME‘a )"Ea P, RO)

o 2 Rogypl(2-Ro_q) o
= / / D (2, y)dydz
6 0

) 2’R°z+p’1(2’R°71)
- [ @ 158 (y) dyd
0

— ‘MMZSH %I [Mus| — 1 ([ ME|
Mg =0 mg=0 s me

X (_1)mMS+mEAMS|MMS|6)‘MS(mMS+1)CMS

e rEmep (270 1) o~ (us (mus+1) +rgme2 )0
X
|: )\.MS(mMS —+ 1) —+ )»EmEQ_RO
e—*ms (mus+1)0 :|

- 4
)\Ms(mms + 1) ( )

where fxy (z,y) indicates the joint PDF of random variables X and
Y and the second equality holds since X and Y are independent. Here,
0 represents

p (2% —1), if Gus < p~'(270 —1)
0= ©)

Cms, otherwise.

In addition, when |Myg| legitimate MSs among Nys are available
and none EVE is active (i.e., [Mg| = 0), the secrecy nonoutage prob-
ability is given by

\Ilnoan (‘MMSL AMS, CMS? P Ro)
’ ) [Mus|
=1 7/ fg':(m)dx =1— (1 _ e*’LMS(G*CMS)) msi 6)
0

Therefore, P&f%E(NMS,AMS,(MS,NE,AE,PE,p, R,) can be ob-

tained by plugging (4), (5) and (6) into (2).
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