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Abstract—The reactive symbol-level jamming (SLJ) technique is a sim-
ple but practical technique to disable or disrupt malicious communication
links. After sensing the transmission and detecting the digital modulation
scheme of the malicious transmitter, a communication node with the re-
active SLJ technique, called a reactive jammer, generates random digital
modulation symbols and then sends them to the malicious receiver. In this
correspondence, we mathematically analyze both uncoded and coded bit
error rate (BER) at the malicious receiver under not only reactive SLJ, but
also Gaussian SLJ techniques. In particular, we consider the partial jam-
ming scenario, in which a portion of symbols in a data frame are affected
by the SLJ, which is a practical scenario under the reactive jamming tech-
niques. We also consider the effect of imperfect power control and channel
estimation error of the reactive jammer on the BER performance at the
malicious receiver.

Index Terms—Reactive symbol-level jamming, bit error rate (BER),
channel codes, power control, channel estimation error.

I. INTRODUCTION

Due to broadcast nature of wireless communications, the wireless
air interface is open and accessible to both authorized and illegitimate
users [1], [2]. Recently, Lichtman et al. [3] considered physical-layer
security threats and proposed the mitigation methods by analyzing
various types of physical channels and signals in LTE/LTE-A and 5G
NR systems. The security problems are even worse in infrastructure-
free mobile communication systems [4]. Wu et al. [5] also provided
a survey of the physical layer security studies on various recent 5G
technologies such as physical layer security coding, non-orthogonal
multiple access, millimeter wave communications, etc.

On the flip side of security, proactive actions to malicious com-
munication nodes such as jamming or spoofing via wireless medium
have also been actively investigated. The symbol-level spoofing tech-
nique has been proposed to replace an original message of the ma-
licious communication link with a target message, where authorized
transmitter called spoofer is assumed to know the original message
of the malicious link even before the malicious transmitter does not
send it [6], [7]. However, this assumption seems not to be feasible
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in practical communication systems. The symbol-level jamming (SLJ)
techniques have been investigated as a simple but practical jamming
method in literature. For example, the optimal jamming signal is derived
for various digital modulation schemes under additive white Gaussian
noise (AWGN) channels, where it was shown that the optimal jam-
ming signals against BPSK and QPSK modulation schemes are BPSK
and QPSK themselves, respectively [8]. However, there exists no bit
error rate (BER) analysis of the SLJ with channel coding (CC) tech-
niques even though most communication systems adopt the CC to
protect the information bits from interference, noise, and jamming
signals.

In this paper, we investigate the reactive SLJ technique where the
jammer senses the transmission of the malicious transmitter, detects the
modulation scheme used at the malicious transmitter, and then sends
a random digital modulation symbols to the malicious receiver. We
summarize the main contribution of this paper as follows:

® We consider the partial jamming scenario where a certain portion

of the data frame are affected by the SLJ technique, while most
studies in literature assume that whole data frame are interfered
from the jammer. It is worth noting that the partial jamming sce-
nario is much more practical due to the sensing-and-go property
of the reactive jamming technique.

® We mathematically analyze both uncoded and coded BER perfor-

mances of reactive SLJ techniques with QPSK modulation at the
malicious receiver in AWGN channels, which is the first theoretic
result to the best our knowledge. Repetition code and convolu-
tional code are considered as the CC techniques. We also derive
the BER of the reactive Gaussian SLJ technique.

® We consider the effect of imperfect power control and channel

estimation error on the BER performance of the reactive SLJ
techniques at the malicious receiver.

II. REACTIVE SYMBOL-LEVEL JAMMING SYSTEMS

Fig. 1 shows the system model of the reactive SLJ (R-SLJ) tech-
nique, which is also known as a time-correlated jamming technique
[9]. There exists a single malicious communication link from Alice to
Bob and a single R-SLJ transmitter called Jack tries to disable the ma-
licious link.! Alice is assumed to utilize a QPSK modulation scheme,
ie., r = il/\/f:i:jl/ﬁ. In addition, Fig. 2 shows a timing dia-
gram of data frame from Alice to Bob and jamming data frame from
Jack to Bob. Alice’s signal z is received at both of Bob and Jack af-
ter experiencing respective propagation delays. Then, Jack senses the
transmission of Alice and tries to identify the modulation scheme used
at Alice with automatic modulation classification (AMC) techniques
[10], [11]. During the undisrupted period, the received signal at Bob is
expressed as

y=VEz +w, %)
'We assume that both Alice and Bob exchange data frames with each other.

Thus, the overhearing link and the jamming link can be interchanged and Jack
is assumed to identify two links via overhearing.
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System model of an SLJ system. There exist 16 candidates of constellation point at Bob, each of which is made from combination of constellation points

of Alice and Jack. For example, (1, 3) represents that Alice’s constellation points is 1 and Jack’s constellation point is 3. In this figure, the phase offset is assumed

to be 0 for convenience.
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Fig. 2. Timing diagram of data frames of malicious link and jamming link.

where +/E and w represent the transmit power and the thermal noise
signal at Bob following zero-mean complex Gaussian distribution with
2, ie., w ~ CN(0,20?), respectively. After the AMC,
Jack sends randomly-generated QPSK modulated symbol for the R-
SLJ, ie., z = #1/4/2 %+ j1/+/2. During the disrupted (jamming) pe-
riod, the received signal at Bob is expressed as

variance of 20

y = VEz + BVE exp(jf)z + w, @)

where (3 and 0 represent power difference ratio and phase offset between
the received signals from Alice and Jack, respectively. The jamming
ratio is defined as

disrupted (jamming) period

€ (0,1), 3

~ data frame period of malicious link

where the concept of jamming ratio has been widely adopted in reac-
tive jamming systems due to sensing-and-go property of the reactive
jamming techniques [12]. In general a random interleaver is exploited
as a channel interleaver for the coded bits to maximize diversity gain
in communication systems. Hence, the effect of jamming is randomly
spread over the entire data frame even though the symbols in a consecu-
tive time period are affected by the R-SLJ signals. With the interleaver,
we obtain the probability that a certain received symbol at Bob is dis-
rupted by the jamming symbol is given by Py = « and the probability
that a symbol is not disrupted is given by P, = 1 — a, respectively.

With QPSK modulation scheme, (2) can be rewritten as (4),
= {1 + sgn[Re(z)Re(2)] B cos(f) — sgn[Re(w)lm(z)]ﬂsin(G)}
x VERe(x)
+ 3{ 1+ sgnim()Im(=)}5 cos(6) — sgnlRe(x)Im(=)] 3 sin(6)
x VEIm(z) +w 4)

where sgn[-] represents a sign function. Let Y = YR + jY] denote a
complex random variable (RV) representing the received symbol at Bob
consisting of two real-valued RVs, Yg and Y|. We adopt a traditional
mapping rule for QPSK symbol in which the first and the second
bit among two bits correspond to imaginary and real value of QPSK
symbol, respectively. In addition, 0 and 1 are mapped to positive and
negative signs, respectively. Then, Yg and Y) are given by

N ( +VE/2, 02) with probability(w.p.) 1 — a,

N(£10(8.0)VE, 02) w.p. §
Yi=Ya= N (£ s
( Ts(
(

=
~Z
)
Q
(i8]
N—
<
s}
N

a
B

where N (1, o
and variance o2, and

) represents a Gaussian random variable with mean p

Y1(8,6) = 1+ Beos(d) + Bsin(h),
T5(8,60) = 1 + B eos(8) — Fsin(6),
T3(8,6) = 1 — Beos(6) + Bsin(),
T4(6,60) = 1 — Beos(0) - Fsin(0).

Cumulative distribution functions (CDFs) of Yg and Y] are given by

E
Fraly) = Fy(y) = (1 - ) (m>
: T, (8,0)\/E/2
3 (g e (EREER)
i=1
where ® (154) = [, e 5 0y
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With Gaussian SLJ (G-SLJ) techniques, Jack sends complex Gaus-
sian noise symbol to Bob, which is modeled as z ~ CN(0, 1). Then,
real and imaginary parts of the received signal at Bob is given by

w.p.1 —a,

N <j: E/2, 02)

YI=Yr=
N <i E/2,0% + /32E/2) w.p. .

The CDFs of them are also given by
Fya(y) = Fy(y)

C1-a yFVE/2 N yFVE/2
=1 )<I>(U >+ @(\/W). (©6)

III. PERFORMANCE ANALYSIS

To obtain the BER performance at Bob, without loss of generality,
we assume thata symbol x = +1/ V2441 / V/2is transmitted by Alice
for bits 00. In this case, a bit error occurs when the received real-axis
symbol has a negative phase or the received imaginary-axis the symbol
has a negative phase.

A. Uncoded BER

1) Reactive Symbol-Level Jamming: The uncoded first bit-
error rate under the R-SLJ is given by

Bihea = Pr{Y; < 0} = Fy,(0)

=(1-0a)Q (ﬁ) s (3)@ (T,«w 25;) .,

i=1
N

where Ep = E/2, Ny =202, and Q(-) denotes a Q-function. The
uncoded second bit-error rate under the R-SLJ is given as BRSL, | =
Pr{Yg < 0} = Fy,(0), which is the same as (7). Especially, when
B =1 and 6 = 0 (perfect power and sync control), as Ey/ Ny (SNR)
increases, Q-function values become zero except ¢ = 3 and ¢ = 4, and
thus, the uncoded BER under the R-SLJ is saturated by §Q(0) = .

2) Gaussian Symbol-Level Jamming: The uncoded first bit-

error rate under the G-SLJ is given by

Bl?n%téed =Pr{Yi < 0} = Iy, (0)

—(1-a)Q (ﬁ)

and the uncoded second bit-error rate under the G-SLJ is given
as P83t = Pr{Yr < 0} = Fy,(0), which is the same as (8). As
Ey/ Ny increases, the first term in (8) becomes zero, and the uncoded

BER under the G-SLJ is approximated as
Q ( 1 ) ©)
~ — .
g

PESY ~aQ o
uncoded E
25b

1+2p2 5k

B. Coded BER With Repetition Codes

In this subsection, Alice is assumed to utilize the repetition
codes (RC). With the RC, the same information bit is repeated n-times,
and thus, the corresponding code rate is equal to Re = 1/n. First, we
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briefly review the BER performance of the n-RC without SLJ, and then
we derive the BER performance of the n-RC under R-SLJ and G-SLJ.

In a binary RC, there exist two code words: ¢y = {0,0,...,0}
andc; = {1,1,...,1}.Letyr = {Re(y1), Re(v2),...,Re(y,)} and
yvi={Im(y),Im(y2),...,Im(y, )} denote the received real-axis sig-
nal vector and the received imaginary-axis signal vector, respectively,
and each received symbol in yg and y; is independently and identi-
cally distributed (i.i.d). The maximum-likelihood decoder compares
the likelihood of each codeword for a given received vector. Hence, the
log-likelihood ratio (LLR) of the first bit of QPSK symbol is given by

Pr{yi|co}
= Ip L WiCos
= e
n _(m(yi)—/E/2)? n
e i > Y2 im(y)
2 1)
H?:l exp { _ (lm(ya);;\z/ E/2)? } el g
(10)

and the LLR of the second bit of QPSK symbol is given by

Pr{yn|co}
L =In ————
R) = Byl
n (Re(yi)—+/ 5)?
Hi:lexp{,zqiz\/j} n TE
- (Re(y;)+ /52 =2 oz helw:).
n e(yi 2" i=
Hi:lexp{_ 2572 - } l
(1)

If the L(y)) is larger than zero, the first decoded bit becomes zero, and
otherwise, the first decoded bit becomes one. Hence, the first bit-error
rate of the RC without SLJ is given by

Bgre = Pr{L(y|) < 0O|cy transmitted} = Pr{Z, < 0}, (12)
where Z; = >"""_, Im(y;) is the sum of n independent Gaussian ran-

dom variables, each with mean / F'/2 and variance o2. In other words,
7, is a Gaussian random variable with mean n+/ E /2 and variance no?,

whose CDF is
z—ny\/E/2
-0 (2207,
no

In a similar way, the second bit-error rate of the RC without SLJ is

13)

given as

Bgre = Pr{L(yr) < O|cy transmitted} = Pr{Zg < 0}, (14)
where Zg = "7 Re(y;) with the same CDF of (13). As a result, the
BER of the RC without SLJ is rewritten as

which is exactly the same as the uncoded BER of QPSK modulation
in AWGN channels. Thus, the BER performance of the RC without
SLJ is not improved compared to the uncoded BER. However, we will
show that the RC can improve the BER performance under the R-SLJ
and G-SLJ techniques.
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1) RC Under R-SLJ: For the analysis of BER performance of n-
RC under the R-SLJ, we utilize the characteristic function of a Gaussian
random variable z ~ N (p,0?), ¥y (w) = exp {jwp — o?w?/2}.
Hence, the characteristic functions of Re(y;) and Im(y;) for i =
1,...,n are obtained by

Uy, (w) = Uy, (w) = (1 — a) exp {jw«/E/Z - 02w2/2}

+ i (%) exp {jwn(ﬁ, 0OVE/2 - o w2/2} . (16)

Then, the characteristic functions of Zg = >_"_, Re(y;) and Z, =
Sor ,Im(y;) are expressed as a multiplication of n independent
characteristic functions Wy, (w) and ¥y, (w): ¥, (w) = [Ty, (w)]”
and ¥ (w) = [Wy,(w)]". Using multinomial theorem, ¥ ,_(w) and
VU, (w) are given by (17).

Vzp(w) =¥z (w) =

n
(1 — a)
kutki+kotks+ks=n <ku kl k?z k3 k4)

n—ky E 4 B
x (%) .cxp{jw <ku\/z+zlkiri(ﬁa9)\/2)
no’w?
- ]

The CDFs of them are given by

amn

FZR(Z) = FZI(Z) =

n )
kutky+kotkgtks=n (k“ kv ka ko3 ks
,0)4/ —g

x (1 —a)k“ (%)nfku <I) z— k‘u\/gfzz‘:lkiTi(ﬁ
(18)

Vno?
As aresult, the BER of the n-RC under the R-SLJ is expressed as

BRSY = £, (0) = ( n )
kutki+kotkstka=n b ki ko ks kg

(1—a)ku(% ” o ( \/TEb Z Tga\/ﬁt’).

19)

Especially, when 3 = 1 and 6 = 0 (perfect power and sync control), as
the Ey/ Ny increases, Q-function values become 0 except of k3 + k4 =
n, and thus, the BER of the n-RC under the R-SLJ is saturated by
(5)" Q) =(5)" 3

2) RC Under G-SLJ: The characteristic function of the re-
ceived signal Re(y;) and Im(y;) for ¢ = 1,...,n under the G-SLJ is
obtained by

Ty, (w) = Ty, (w) = (1 — a) exp {j E /2w — azwz/Z}

+aexp {j E/2w — (o* + [)’zE/Z)wZ/2} .0

Then, in the similar way to the BER of the n-RC under R-SLJ, the
BER of the n-RC under the G-SLJ is expressed as

BSEH = Fz,(0) = Fz,(0)

_é(;’)(l

—a)Rak . Q

12435

As the Ep/Ny increases, the BER of the n-RC under the G-SLJ is

approximated as
(n—k) k n’
ok Q ( 52k> . (22)

g ()

C. Coded BER With Convolution Codes

In this subsection, Alice is assumed to utilize the convolutional
codes (CC) with the code rate of R; = 1/n.

1) CC Under R-SLJ: Similar to the repetition codes, when
all-zero codewords are transmitted, Zg = Z;j:, Re(y;) and Z, =
Zle Im(y;) are the sum of d independent Gaussian random vari-
ables, each with mean /FE/2 and variance o2, respectively. For a
soft-decision Viterbi decoder, the pairwise error probability of two
distinct paths with d different coded bits is expressed as [13]

Poc(d) = Q (w/zdRcf;Z) :

where R, = 1/n denotes the code rate of the CC encoder. Using (23),
the BER bound of the CC without SLJ is expressed as [13]

(23)

Boo < Y Ky Poo(d),
d=dfree

(24)

where K ; and djee denote the total number of nonzero information bits
on all weight d codewords and the free distance of CC, respectively.

Under the R-SLJ, the first-event-error probability with the CC is
expressed as

d
PRSLJ d) = 1— ku
cc (d) keu Koy Ky s s ( a)
kutki+kotk3+ky=d

Then, the BER bound of the CC under the R-SLJ is expressed as

oo
B < Y Ky PRV

d=djree

(26)

where K, is determined by the CC encoder structure [14]. Espe-
cially, when =1 and ¢ = 0 (perfect power and sync control), as
Ey /Ny increases, Q-function values become 0 except of k3 + ky = d
in (25), and thus, the BER of CC under the R-SLJ is saturated by
St K (5)" Q0).

2) CC Under G-SLJ: Under the G-SLJ, the first-event-error
probability with the CC is expressed as

a2 Ep

PSSV (d) ( > yak || — ) @7)
g d+2825 5
Then, the BER bound of CC under the G-SLJ is expressed as
B&EY < > Ki-PEY(d). (28)

d=diree

As Ey/ Ny increases, the BER bound of the CC under the G-SLJ is
approximated as

ngu < i ZKd( ) (1 — )Mok Q < ,ﬂd;k> . (29)

=dfree k=1
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TABLE I
SIMULATION PARAMETERS AND VALUES

Values
0~1
0.8, 1.0, 1.2
w/4, /6, 0
QPSK
0~ 14
1/3
1/3

Parameters ‘

Jamming ratio, o

Power ratio, 3
Phase offset, 6
Modulation scheme
Ey,/No [dB]
Coding rate for repetition codes, Rc

Coding rate for convolution codes, R

BER
3

UC-RSLJ, @ = 0.7 (Anal.)
O UC-RSLJ, a = 0.7 (Sim.)
— — —UC-GSLJ, @ = 0.7 (Anal.)
% UC-GSLJ, a = 0.7 (Sim.)
UC-RSLJ, a = 0.3 (Anal.)
A UC-RSLJ, a = 0.3 (Sim.)
sL|——- UC-GSLJ, a = 0.3 (Anal.)
10°E| x  UC-GSLJ, a=0.3 (Sim.) E
UC without SLJ (Anal.)
¢{ UC without SLJ (Sim.)

106 1 | | I I I
0 2 4 6 8 10 12 14

E, /Ny

Fig. 3. Uncoded BER performance under the R-SLJ and the G-SLJ.

IV. NUMERICAL RESULTS

Table I summarizes simulation parameters utilized for performance
evaluations. Fig. 3 shows the uncoded BER performance of malicious
link at Bob under both the R-SLJ and the G-SLJ techniques when 3 = 1
and 6 = O (perfect power control and no phase offset). Our mathemati-
cal analysis matches well with the simulation results. The uncoded BER
performances under both the R-SLJ and the G-SLJ become saturated
to 5 -Q(0) = ¢ and o - Q(1) = a - 0.1587, respectively, as Fy /Ny
increases. In addition, even though Alice transmits data with a higher
Ey /Ny, it cannot achieve a lower BER than 1072 even with a small
jamming ratio « of 0.3 under the R-SLJ and the G-SLJ. The R-SLJ
technique results in higher BER at Bob compared with the G-SLJ for
the same jamming ratio a.

Fig. 4 shows the coded BER performance of malicious link at Bob
with 3-RC (n = 3) under both the R-SLJ and the G-SLJ techniques
when 3 =1 and 6 = 0 (perfect power control and no phase offset).
Compared with the uncoded BER performances, the BER performances
of the 3-RC under both the R-SLJ and the G-SLIJ are improved due
to channel coding gain. Note that the mathematical analysis provided
in this paper also matches well with the simulation results. Different
from the uncoded BER performance, the G-SLJ technique outperforms
the R-SLJ technique for the same jamming ratio « at the cost of ex-
pensive hardware for implementing G-SLJ technique. When v = 0.7,
however, the BER performances under the R-SLJ and the G-SLJ are
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~
= 103
/M — — —RC-GSLJ, @ = 0.7 (Anal.)
O RC-GSLJ, a = 0.7 (Sim.)
RC-RSLJ, @ = 0.7 (Anal.)
10%E| % RCRSLI, a=0.7 (Sim.) E
— — —RC-GSLJ, @ = 0.3 (Anal.)
A RC-GSLJ, a = 0.3 (Sim.)
sl RC-RSLJ, o = 0.3 (Anal.) )
10 x  RC-RSLJ, a = 0.3 (Sim.)
RC without SLJ (Anal.)
¢ RC without SLJ (Sim.)
10-6 | | | |
0 2 4 6 8 10 12 14
E, /Ny
Fig. 4. BER performance of the 3-RC under the R-SLJ and the G-SLJ.
100 w w
— — ZCC-GSLJ, a=0.7 (Anal.)
O CC-GSLJ, a=0.7 (Sim.)
CC-RSLJ, a = 0.7 (Anal.)
107! % CCRSLJ, a=0.7 (Sim) |5
— — —CC-GSLJ, a = 0.3 (Anal.)
A CCGSLJ, a =03 (Sim.)
CC-RSLJ, o = 0.3 (Anal.)
102 x  CC-RSLJ, a = 0.3 (Sim.)
CC without SLJ (Anal.)
CC without SLJ (Sim.)
=
10°
m
10 ?
10°
3
10
0 2 4 6 8 10 12 14
E, /Ny
Fig. 5. BER performance of the CC under the R-SLJ and the G-SLJ.

almost the same, which implies that symbol-level jammer with a typical
communication device can achieve the similar jamming performance
as the Gaussian jammer with a special jamming device with the high-
linearity power amplifier. Moreover, we observe that the BER of the
3-RC under the R-SLJ and the G-SLJ becomes saturated to Q(0) -
(3 =a?/16 and 3_, (2) (1 — ) Dak - Q(\/O7k) as Eo/No
increases.

Fig. 5 shows the coded BER performance of malicious link at Bob
with the CC under the R-SLJ and the G-SLJ techniques when = 1
and 0 = 0 (perfect power control and no phase offset). For the CC, we
utilize the generator polynomials of (557,663,711) in octal number,
the free distance dsee of 18, and K; provided in [14]. Compared to
the BER performances of the 3-RC, the overall BER performances
of the CC is improved due to the stronger coding gain. Especially in
high SNR regime, our analysis on BER is quite well-matched with the
simulation results. The G-SLJ technique results in higher BER than the
R-SLJ technique.
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10° T T T T T T T T T

104 | | | | | | | |
0 0.1 02 03 04 05 06 07 08 09 1

Jamming ratio o

Fig.6. Uncoded and coded BER performances under the R-SLJ and the G-SLJ
with 8 = 1.2,1.0, and 0.8 when E}, /Ny = 8 dB and 6 = 0.

Fig. 6 shows the uncoded and coded BER performances under
the R-SLJ and the G-SLJ for varying jamming ratio o at 3 = 0.8,
3 =1.0,and 8 = 1.2. Here, Alice’s Ey, /Ny is set to 8 dB and the RC
is considered. This figure shows the effect of power difference ratio
on the BER performance of malicious link at Bob, and we assume
that # = 0. The BER performance gets worse as (3 increases. Higher 3
implies higher jamming—to—noise (JNR) ratio at Bob, and thus higher
[ requires the higher power consumption at Jack. The mathemati-
cal analysis matches well with the simulation results for this case as
well.

Fig. 7 shows the uncoded and the coded BER performances under the
R-SLJ and the G-SLJ for varying jamming ratio v at § = 0, 6 = /6,
and 6 = /4 when E, /Ny = 8 dB and 3 = 1. The RC is considered
as in Fig. 6. In particular, this figure shows the effect of phase off-
set on the BER performance of malicious link at Bob. Note that the
BER performances under G-SLJ are not affected by the phase offset.
Different from Fig. 6, the phase offset # does not significantly affect
the BER performance of the malicious link. Interestingly, the uncoded
BER under the R-SLJ technique becomes worst when § = O whereas
the coded BER with the RC under the R-SLJ technique becomes worst
when 0 = 7 /4.

V. CONCLUSION

In this paper, we investigated a reactive symbol-level jamming (SLJ)
technique and analyzed uncoded and coded BER performances of ma-
licious communication links under both the reactive SLJ and Gaussian
SLJ techniques for a given jamming ratio in additive white Gaussian
noise channels. In addition, we considered the effect of power-level dif-
ference and phase offset of received signals from the malicious trans-
mitter and the jammer at the malicious receiver. Mathematical analysis
on BER performance matches well with the simulations. Somewhat
interestingly, the R-SLJ technique outperforms the G-SLJ in terms of
uncoded BER performance, while the G-SLJ technique outperforms the
R-SLJ technique in terms of coded BER performance. We leave it for a
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Fig.7. Uncoded and coded BER performances under the R-SLJ and the G-SLJ
with @ = 7 /4,7/6, and 0 when E}, /Ng = 8 dB and § = 1.

further study to apply the SLJ techniques to multi-carrier/multi-antenna
systems.

REFERENCES

[1] H.Rahbariand M. Krunz, “Secrecy beyond encryption: Obfuscating trans-
mission signatures in wireless communications,” /IEEE Commun. Mag.,
vol. 53, no. 12, pp. 54-60, Dec. 2015.

[2] Y. Zou, J. Zhu, X. Wang, and L. Hanzo, “A survey on wireless security:
Technical challenges, recent advances, and future trends,” Proc. IEEE,
vol. 104, no. 9, pp. 1727-1765, Sep. 2016.

[3] M. Lichtman, R. P. Jover, M. Labib, R. Rao, V. Marojevic, and J.
H. Reed, “LTE/LTE-A jamming, spoofing, and sniffing: Threat assess-
ment and mitigation,” IEEE Commun. Mag., vol. 54, no. 4, pp. 54-61,
Apr. 2016.

[4] J. Xu, L. Duan, and R. Zhang, “Surveillance and intervention of
infrastructure-free mobile communications: A new wireless security
paradigm,” [EEE Wireless Commun., vol. 24, no. 4, pp. 152-159,
Aug. 2017.

[51 Y. Wu, A. Khisti, C. Xiao, G. Caire, K.-K. Wong, and X. Gao, “A survey
of physical layer security techniques for 5G wireless networks and chal-
lenges ahead,” IEEE J. Sel. Areas Commun., vol. 36, no. 4, pp. 679-695,
Apr. 2018.

[6] J. Xu, L. Duan, and R. Zhang, “Fundamental rate limits of physical layer
spoofing,” IEEE Wireless Commun. Lett., vol. 6, no. 2, pp. 154-157,
Apr. 2017.

[7] J. Xu, L. Duan, and R. Zhang, “Transmit optimization for symbol-level
spoofing,” IEEE Trans. Wireless Commun., vol. 17, no. 1, pp. 41-55,
Jan. 2018.

[8] S. Amuru and R. M. Buehrer, “Optimal jamming against digital modula-
tion,” IEEE Trans. Inf. Forensics Secur., vol. 10, no. 10, pp. 2212-2224,
Oct. 2015.

[9] M.Lichtman etal., A communications jamming taxonomy,” I[EEE Secur.

Privacy, vol. 14, no. 1, pp. 47-54, Jan./Feb. 2016.

O. A. Dobre, A. Abdi, Y. Bar-Ness, and W. Su, “Survey of automatic mod-

ulation classification techniques: Classical approaches and new trends,”

IET Commun., vol. 1, no. 2, pp. 137-156, Apr. 2007.

S. Peng et al., “Modulation classification based on signal constellation

diagrams and deep learning,” IEEE Trans. Neural Netw. Learn. Syst., to

be published, doi: 10.1109/TNNLS.2018.2850703.

M. Wilhelm, I. Martinovic, J. B. Schmitt, and V. Lenders, “Reactive jam-

ming in wireless networks: How realistic is the threat?” in Proc. 4th ACM

Conf. Wireless Netw. Secur., Jun. 2011, pp. 47-52.

A. J. Viterbi, “Convolutional codes and their performance in communi-

cation systems,” IEEE Trans. Commun. Technol., vol. COM-19, no. 5,

pp. 751-772, Oct. 1971.

J. Conan, “The weight spectra of some short low-rate convolutional

codes,” IEEE Trans. Commun., vol. COM-32, no. 9, pp. 1050-1053, Sep.

1984.

[10]

(1]

[12]

[13]

[14]

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on March 05,2025 at 10:32:25 UTC from IEEE Xplore. Restrictions apply.


http://dx.doi.org/10.1109/TNNLS.2018.2850703


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


